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Abstract. The rapid growth in the number of digital platforms and the diversity of online services create new challenges
for the development of recommender systems that must factor in cross-platform user behaviour to ensure the accuracy
and privacy of recommendations. The purpose of this study was to determine how combining cross-platform behavioural
data can improve the accuracy of recommender systems. To this end, the study analysed modern machine learning
algorithms and Big Data processing methods that enable the efficient integration of information from various sources.
The study used clustering and neural network algorithms to identify patterns of user behaviour in cross-platform
environments. The findings obtained suggest that the integration of cross-platform data improves the accuracy of
personalised recommendations by 15-30%, which exceeds the performance of conventional, single-platform approaches.
Furthermore, it was found that the analysis of social interactions and network effects can greatly improve the efficiency of
recommender systems in a cross-platform environment, as it factors in additional aspects of user interaction. The study
also addressed privacy aspects, offering an overview of modern approaches to protecting personal data while maintaining
high quality recommendations. Within the framework of the experimental part of the study, a prototype cross-platform
recommender system integrating data from three popular online platforms was developed and implemented. Testing
the system on real data showed an average 27% increase in the accuracy of personalised recommendations and a 35%
reduction in the number of irrelevant offers compared to conventional single-platform approaches. Furthermore, the
implementation of the developed privacy protection system based on differential privacy allowed maintaining the high
quality of recommendations while ensuring an adequate level of protection of users’ personal data. The practical value of
the study lies in the application of a cross-platform approach to increase the competitiveness of recommender systems in
various digital ecosystems

Keywords: data integration; content personalisation; data privacy; machine learning; user experience; recommendation
algorithms; Big Data

Introduction

With the rapid development of digital technologies, recom-
mender systems that can provide users with personalised
recommendations based on data from various platforms
are becoming increasingly significant. In the modern world,
users often interact with multiple digital environments,
from social media and mobile applications to e-commerce
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platforms, which requires adaptive approaches to collect-
ing and processing information for recommender systems.
The increase in the number of digital platforms and the
volume of user data creates major challenges for the ac-
curacy of recommendations and data privacy protection.
The current state of the problem indicates the need for
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further research in the field of cross-platform recommend-
er systems, considering the dynamic development of digi-
tal technologies and the growing value of personalised user
experience. Therefore, it is vital to investigate methods of
integrating data from various sources, analyse the effects
of social interactions on the quality of recommendations,
and investigate privacy aspects that will ensure the effi-
ciency and protection of data in recommender systems.

An analysis of recent research in the field of cross-plat-
form recommender systems indicated the significance of
integrating data from different platforms to improve per-
sonalisation and ensure user privacy. In this context, many
studies focused on the aspects of accuracy, data protection,
and adaptability of recommendations. R.N. Aliiev (2024)
developed a personalised system for streaming platforms,
focusing on the adaptation of recommendations by clus-
tering behavioural data. The researcher proposed an in-
novative method for analysing user profiles based on deep
learning. Experimental results demonstrated a 25% in-
crease in the accuracy of recommendations compared to
conventional methods.

M. Asad et al. (2023) investigated the issue of data
protection in federated systems using differential privacy
methods. The researchers developed a new protection pro-
tocol that balances privacy and data utility. Implementation
of the proposed method reduced the risk of data leakage by
40% while maintaining high accuracy of recommendations.

A. Boumhidi & A. Benlahbib (2021) developed ap-
proaches to analysing text reviews for cross-platform rep-
utation building. The researchers created a multi-level ar-
chitecture for natural language processing that factors in
the contextual features of various platforms. The system
demonstrated 85% accuracy in determining the tone of re-
views on different platforms.

N. Huang et al. (2023) presented a sequential recom-
mendation system that factors in the relevance of objects
across different platforms. The researchers implement-
ed a mechanism for dynamically updating content rele-
vance based on cross-platform activity. The system testing
showed a 30% increase in user engagement.

G. Ke et al. (2021) created a product recommendation
system using reinforcement learning. The researchers de-
veloped a unique algorithm for analysing social interac-
tions between users of different platforms. Experiments
confirmed the effectiveness of the method, demonstrating
a 45% increase in conversion.

AY. Drobot (2022) developed an image search sys-
tem using a cross-platform approach. The researcher in-
troduced a new method of indexing visual content that is
sensitive to the specific features of various platforms. The
system demonstrated a 60% reduction in search time com-
pared to conventional methods.

An analysis of existing research revealed that the is-
sues of optimising the performance of cross-platform rec-
ommender systems when working with large amounts of
data, as well as the problems of striking a balance between
the accuracy of recommendations and protecting user

privacy, are still understudied. Particular attention should
be paid to developing methods that allow efficient process-
ing and integration of data from different platforms with-
out compromising the quality of recommendations. These
aspects determined the focus of this study.

Thus, the purpose of this study was to identify in detail
how to integrate data on cross-platform user behaviour to
improve the accuracy and relevance of recommender sys-
tems in multi-platform environments. The study aimed to
create a more efficient and secure recommender system
that meets the modern requirements of cross-platform
personalisation and privacy.

Materials and Methods
The study was conducted in 2023-2024 at the Digital Tech-
nology Centre of Vinnytsia National Technical University
(VNTU). A cross-platform recommendation system that
integrates data from social networks, streaming services,
and e-commerce platforms was chosen as an experimental
platform. To process large volumes of data, a Dell Power-
Edge R740xd server system (manufactured by Dell Technol-
ogies, USA)was used to support distributed data storage and
accelerated computing. The Python software (version 3.8)
with the Scikit-learn, TensorFlow, and PyTorch libraries
was used for machine learning and algorithm modelling.
The study was based on open data and statistical sets
of well-known cross-platform services, including YouTube,
Amazon, and Facebook, which provide access to general-
ised information about user interaction. To collect data on
cross-platform user behaviour, the study employed a feder-
ated learning methodology that ensures the confidentiality
of user information (Asad et al., 2023) and allows integrat-
ing data from multiple sources without the need to share
personal information. Data such as browsing history, user
preferences, and social connections were collected from
each platform. The data was processed using the Apache
Spark platform, which provides parallel processing of large
amounts of data. To analyse and cluster users, the k-means
algorithm was used, adapted to work with distributed data,
which allows forming groups based on the behavioural char-
acteristics of users (Aliiev, 2024). Additionally, a collabora-
tive filtering algorithm with elements of advanced matrix
factorisation (Boumhidi & Benlahbib, 2021) was employed
to combine ratings and text reviews from various platforms.
To investigate the effects of social connections on the
accuracy of recommendations, a weighted social interac-
tion graph model was used, where vertices represented
users and edges represented their interconnections on var-
ious platforms. The weight of connections factored in the
frequency and type of interaction, which helped to iden-
tify behavioural patterns and network structure (Huang et
al., 2023). The use of differential privacy was implement-
ed by adding Laplace noise to the aggregated data, which
ensured an adequate level of privacy protection (Sun et
al., 2023). The methodology was based on the differential
privacy methodology by M. Asad et al. (2023), adapted for
multi-platform environments. To model cross-platform
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recommendations, neural networks with a cross-atten-
tion mechanism were used, which factored in the specific
features of interaction with data on each platform (Ke et
al.,2021). This ensured the ability to process large amounts
of data with high accuracy.

Results and Discussion

In the context of the rapid digitalisation of society and
the increasing number of online platforms, the relevance
of effective methods of cross-platform content recom-
mendation is constantly growing. Modern research shows
that the use of data from multiple platforms can increase
the accuracy of recommendations by 15-30% compared to
conventional approaches (Cao et al., 2017). Therewith, the
problem of integrating heterogeneous data and ensuring
its confidentiality is of particular significance.

M. Chen (2020) demonstrated that one of the most
effective approaches is the use of extended matrix factor-
isation, where user interactions with content on various
platforms are represented in the form of sparse matrices.
In this case, the final recommendation is formed as follows:

R=UVT+pP, 1

where U and V represent the matrices of latent user and
content factors, respectively, while P represents the matrix
of cross-platform interactions. The coefficient allows ad-
justing the influence of cross-platform information on the
final recommendations.

A significant aspect is to consider social interactions of
users when generating recommendations. Integrating data
on users’ social connections from multiple platforms can
greatly improve the quality of recommendations, especial-
ly for new users (Huang et al., 2023). Therewith, the recom-
mendation score can be represented as a weighted sum of
different components:

Score=a,CF + a,SI+a.,CB, (2)

where CF is responsible for collaborative filtering, SI fac-
tors in social interactions, while CB represents the content
component.

The problem of personal data protection in cross-plat-
form integration deserves special attention. M. Asad et
al. (2023) demonstrated that conventional anonymisation
methods are not effective enough due to the possibility of
cross-platform de-anonymisation. To solve this problem, it
is proposed the use of differential privacy mechanisms that
provide formal guarantees for the protection of personal
data according to the principle of (\varepsilon\)-DP (differ-
ential privacy to minimise the risks of de-anonymisation):

P(M(D) € S)<\exp(e)\time P(M(D") € S), 3)
where M is the privacy mechanism, D, D' are neighbouring

data sets, S is the set of possible outcomes, ¢ is the privacy
parameter, while P is the probability.

N. Huang et al. (2023) discussed in detail the consistent
recommender systems that factor in the relevance of ob-
jects across platforms. The researchers proposed methods
of cross-platform integration at the object level that ena-
ble efficient use of shared data on content relevance while
maintaining a strong level of personalisation. The approach
was based on a structured data sequence that improves
the relevance of recommendations through the consistent
processing of information from various sources. A central
aggregation service plays a special role in this process, en-
suring consistent processing of data from multiple sources.

G. Ke et al. (2021) supported the use of deep learning
to process cross-platform data, focusing on the use of spe-
cialised layer embeddings and cross-attention mechanisms
to integrate data from multiple platforms. The researchers
proposed a model that considers the social connections of
users, ensuring high accuracy of recommendations through
an optimised combination of heterogeneous data. Further-
more, N. Huang et al. (2023) investigated the use of consist-
ent recommendations based on content relevance across
platforms, which is also based on deep neural networks to
improve the personalisation and quality of recommenda-
tions by calculating attention scores across platforms:

A(Q,K,V) = \text{softmax} (\frac{QKT} {\/{d_}}) V,(4)

where Q is a query matrix representing the current word or
item to be found relevant to other items in the sequence;
K is a key matrix representing all other words or items that
may be relevant to the query; V'is a value matrix contain-
ing information about each item that will be passed on to
calculate the output attention value, which allows identi-
fying the most significant relationships between data from
various platforms.

To assess the quality of cross-platform recommenda-
tions, specialised metrics are used that factor in the specif-
ics of working with data from multiple sources. Specifically,
it is proposed to use a modified version of the NDCG metric
that factors in the cross-platform relevance of recommen-
dations (Sun et al., 2023):

CP-NDCG =\frac{DCG}{IDCG}, (5)

where DCG is calculated considering cross-platform user
interactions; IDCG is the ideal DCG value, which repre-
sents the best possible relevance for a list of recommen-
dations, where the most relevant items are located at the
top. It is calculated analogously to DCG, but with the op-
timum (ideal) sorting of recommendations. CP-NDCG is
the normalised value of DCG obtained by dividing DCG
by IDCG, which results in a range from 0 to 1. The closer
the CP-NDCG value is to 1, the higher the quality of the
recommendations, as it means that the factual sorting is
closer to the ideal.

Analysis of modern research also demonstrates the
significance of considering the time dynamics of cross-
platform user behaviour. The use of sequential models,
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specifically recurrent neural networks, allows for efficient
consideration of changes in user preferences across plat-
forms over time (Du et al., 2021). The problem of cold start
in the context of cross-platform recommendations de-
serves special attention. As illustrated in Figures 1 and 2,
the use of cross-platform data can effectively reduce the

cold start problem by transferring knowledge between
platforms, where transfer learning and domain adaptation
methods play a key role in facilitating more accurate per-
sonalisation of recommendations (Boumhidi & Benlah-
bib, 2021). In this case, the right choice of transfer learning
and domain adaptation methods plays a key role.

Data sources }—{ Data processing

Integration ‘

I

[

’ Data protection

Recommendations ‘

Figure 1. Stages of data processing and use in cross-platform systems

Source: A. Boumhidi & A. Benlahbib (2021)
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Figure 2. Security system architecture

Source: A. Boumhidi & A. Benlahbib (2021)

In the context of cross-platform data integration, en-
suring the security and confidentiality of user information
becomes a critical aspect. The key element for this is the dif-
ferential privacy system, which provides formal guarantees
of data protection, minimising the risk of disclosing person-
al information when using aggregated data. Mathematical-
ly, this is represented by a mechanism M that satisfies the
e-differential privacy condition (Formula 3), which means
that changing one record in the dataset will have a negligible
impact on the outcome, thus protecting the privacy of users.

To ensure privacy when aggregating data from multiple
platforms, a Laplace noise addition mechanism was used:

A

M(q) = q + Lap (;f) ©)
where q is the initial query to the system, Af is the global
sensitivity of the function (the maximum change in the re-
sult when changing one record), Lap is a random variable
with a Laplace distribution with a scale parameter 4. The
scale parameter f is defined as Af/e, where Af is the global
sensitivity of the function f, which shows how much the
maximum change in one record in the dataset can affect
the result; ¢ is a privacy parameter that controls the noise
level: lower values of ¢ provide stronger privacy guarantees
but may affect accuracy.

Thus, a Laplace distribution with a scale parameter
B adds noise to the results, controlling the level of dis-
closure while maintaining the usefulness of the data in a
cross-platform environment. This formula is fundamental
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to ensuring privacy in a cross-platform environment, as it
allows controlling the level of disclosure while preserving
the usefulness of the data.

When implementing federated learning, each plat-
form updates the model parameters locally using gradient
descent:

0 +1 =06, —nX(w;VLi,), )
where 6, represents the model parameters at iteration ¢, 7 is
the learning rate, w, are the weights of each platform, while
L, are the local loss functions. Notably, VL, is calculated
locally on each platform, which provides an additional level
of personal data protection.

To assess the quality of data protection, a compre-
hensive indicator was used that considers various security
aspects:

S=a1Pa+a2PC+(x3Pi, ®)
where P_is responsible for system availability, P_ is respon-
sible for confidentiality, P, is responsible for data integrity,
while o, are the respective weighting factors determined by
experts according to the specifics of a particular system.
Therewith, the normalisation condition must be met: Ya.=1.

Experimental studies showed that the use of the pro-
posed approach allows ensuring an adequate level of data
protection while maintaining high quality recommen-
dations. Therewith, there is a decrease in the accuracy of
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recommendations by no more than 5-7% (Sun et al., 2023)
compared to the baseline system without protection
mechanisms, which is an acceptable compromise between
privacy and data usefulness.

The effects of social interactions in a cross-platform
environment are of particular interest for studying the ef-
fectiveness of recommender systems. Analysis shows that
considering the social connections of users from multiple
platforms can increase the accuracy of recommendations
by 18-25% (Liu et al., 2019). The key factor is the correct
modelling of the structure of social relationships.

A weighted graph model was used to formalise social
interactions:

G=(V,E, W), ©)

where V is the set of users, E is the set of links between
them, while W are the weights that reflect the strength of
social ties. The weights are calculated based on the fre-
quency and nature of interactions on various platforms:

w,=3(a, %1, (10)

where f is the frequency of interactions between users
i and j on platform I, , is the importance coefficient of
the platform.

A special role is played by identifying hidden social
connections through the analysis of behavioural patterns
using latent factor analysis. This method factors in the
cross-platform activity of users, which allows identifying
patterns of interaction between users on various platforms

and improving the accuracy of recommender systems.
P(u,v)=o(p;*q,+b,*b), 1mn

where p, and g, are the latent vectors of users u and v, b,
and b, are the corresponding biases, while ¢ is a sigmoidal

k\frac{2trid- 1}{\logaq + »}(1 +¥S)
NDCG@k=\frac{1}{Z}Z{iYI}aC{ Jtogar n}a+y ’

where r, is the relevance of the i™ element, S, is the social
impact indicator, y is the coefficient of balancing between
relevance and social factor, Z is the normalisation factor.
G.Keetal.(2021) showed that factoring in the cross-plat-
form social interactions is especially effective in solving the
problem of cold start when only information about a new
user is known about their social connections. In such cases,

Collaborative
filtering

Hybrid
methods

Cross-platform
personalisation

activation function. To improve the quality of recommen-
dations, a social regularisation mechanism was imple-
mented that factors in the influence of the social environ-
ment on user preferences:

L =%y~ Ju)? +Axw Zizj“pu_pv”; (12)
where the first term is responsible for the accuracy of the
predictions, while the second — for the social component,
and Z is the regularisation factor. Notably, w; factors in
cross-platform connections between users.

Experimental studies demonstrated the effectiveness
of deep neural networks for modelling social interactions
(Huang et al., 2023). Specifically, it was proposed to use
graph convolutional networks (GCN) with a convolutional

architecture:
= (D(-%)Au(—%)mwwl )

where A =A+1 is the adjacency matrix with the addition of
self-loops, D is the diagonal matrix of vertex degrees, H”
is the feature matrix at layer [, while W@ is the weighting
matrix.

Another prominent aspect is to consider the dynamics
of social interactions. For this, a temporal model based on
recurrent neural networks was used:

h,=tanh(W,h,_ .+ Wx, +D),

(-1} X

(13)

(14)

where h, is the hidden state at time t, , is the input vector
of social interactions, W, and W, are weighting matrices,
and b is the shift vector.

To evaluate the effectiveness of recommendations
considering the social component, a modified NDCG met-
ric was used:

(15)

the accuracy of recommendations can be increased by 30-
40% compared to conventional methods. Notably, the ef-
fectiveness of the social component depends heavily on the
quality and completeness of data on user interactions on var-
ious platforms. Therefore, special attention should be paid
to the methods of collecting and integrating social data in
compliance with privacy and security requirements (Fig. 3).

Content
filtering

Deep
learning

Figure 3. Personalisation methods in cross-platform recommender systems

Source: developed by the authors
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Systematisation and analysis of existing methods for per-
sonalising recommendations based on cross-platform user
behaviour is one of the key aspects of the study. Modern ap-
proaches to personalisation can be divided into several main
categories, each of which has its own characteristics and ap-
plications in the cross-platform environment. Collaborative
filtering stays one of the most effective personalisation meth-
ods, especially when data on user interactions across various
platforms is available. D. Cao et al. (2017) showed that the use

of cross-platform data can greatly improve the quality of rec-
ommendations by providing a more complete understanding
of user preferences. Therewith, hybrid approaches that com-
bine the advantages of multiple filtering methods are par-
ticularly effective. Content filtering is crucial when working
with heterogeneous content from multiple platforms. Modern
methods of content analysis based on deep learning enable
efficient processing of text, visual and audio information, cre-
ating a single feature space for diverse types of content (Fig. 4).

Data collection Preliminary

Y

processing

Generation of

Content analysis -
recommendations

Figure 4. Content processing in a cross-platform system

Source: developed by the authors

Particular attention should be paid to the problem of
integrating data from different sources. In the context of
cross-platform interaction, it is vital to ensure efficient pro-
cessing and normalisation of data in various formats and
structures. M. Chen (2020) showed that the quality of data
pre-processing can affect the accuracy of recommendations
by up to 25%. Modern machine learning methods, especial-
ly deep neural networks, demonstrate high efficiency when
working with cross-platform data. The use of specialised
architectures, such as transformers and graph neural net-
works, enables efficient processing of complex relation-
ships between users and content on multiple platforms.

Another vital aspect is the adaptation of recommenda-
tions to the context of a particular platform. M. Chen (2020)
showed that users may have differing preferences and be-
havioural patterns on various platforms, which must be
factored in when generating recommendations. This fac-
tor is crucial for multimedia content, where the format and
method of content consumption can differ substantially
between platforms.

Using an integrated approach to personalisation that
factors in the characteristics of multiple platforms and types
of content can greatly improve the quality of recommenda-
tions. G. Ke et al. (2021) showed that considering social in-
teractions and using reinforcement learning for cross-plat-
form recommendations greatly improves the accuracy of
the recommendation system while controlling compu-
tational complexity. It is vital to strike a balance between
the accuracy of recommendations and the computational
complexity of the proposed methods. D.H. Shin (2016) and
0.D. Segun-Falade et al. (2024) investigated user experience
(UX) in the context of cross-platform recommender systems
and the analysis of content and interface adaptation to the
specifics of the platform. The researchers emphasised that
the success of a recommender system depends on its ability
to adapt to multiple platforms and devices, which improves
the overall user experience.

The key factors that influence the quality of the user
experience are interface adaptability and contextual rel-
evance. Ul responsiveness, which includes automatic ad-
justment to varying screen sizes and optimised navigation,

Information Technologies and Computer Engineering, 2025, 22(1)

enables users to have a convenient and consistent experi-
ence regardless of the device they are using. This not only
improves usability, but also maintains a sense of continuity
across platforms, which increases user satisfaction.

Contextual relevance, which factors in the time, place,
and speed of the interaction, allows the system to tailor
recommendations to the user’s needs at a particular mo-
ment. For instance, knowing the connection speed allows
for optimised content loading, which reduces waiting time
and contributes to a better user experience. Using these
factors in recommender systems increases the relevance of
content by considering the user’s unique conditions, which
is crucial in a cross-platform environment.

Mathematically, the adaptability of recommendations
can be represented as follows:

R=f(U,C,D, P), (16)

where U is the user characteristics, C is the context of use,
D is the device parameters, P is the platform features, R is
the recommendation result, i.e., a concrete recommenda-
tion generated based on input factors.

The technological implementation of cross-platform
integration requires solving a series of key tasks. One of
them is the synchronisation of data between platforms,
which includes the consideration of such indicators as
time delay (T), data completeness (C), and synchronisa-
tion reliability (R). The significance of each of these in-
dicators is determined by weighting factors (a), which
allows evaluating the overall quality of synchronisation
as SyncScore. This helps to ensure a smooth transfer of
information between platforms, reducing latency and in-
creasing data consistency:

SyncScore=a!'T+a’C+o’R. 17

Another significant task is to process large amounts
of data. For this, distributed storage systems are used to
effectively manage large amounts of information. Stream-
ing data processing helps to quickly process data in real
time, while caching optimises access to frequently request-
ed information, reducing the load on the system. All this
contributes to improved performance and speed of data
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processing, which is essential to delivering a seamless user
experience in a cross-platform environment.

The architecture of a data processing system can be
represented as follows:

DataFlow={

Collection — Preprocessing — Storage — Analy-
sis — Distribution

Special attention should be paid to machine learning
methods for cross-platform analysis. An effective approach
is to use an ensemble of models as follows:

M=3w,x M), (18)
where M, are separate models for different platforms, w, are
their weighting coefficients.

To optimise learning on distributed data, federated
learning is used:

0c+1 = 0.~ 1% (Birvay ) (19)
where 6, is the model parameters,  is the learning rate, and
;s the importance coefficients of various platforms.

Experimental studies revealed that factoring in the
specific features of user experience and proper technologi-
cal implementation can increase:

7 user satisfaction by 25-30%;
7 time spent on the platform by 40%;
7 conversion of recommendations by 15-20%.

Therewith, it is vital to strike a balance between the
technological complexity of implementation and the ben-
efits obtained. G.K. Suhas et al. (2021) and D.H. Shin (2016)
conducted studies confirming the need for a balanced ap-
proach between technological complexity and benefits.
G.K. Suhas et al. (2021) emphasised the value of phased
implementation of cross-platform functionality, which en-
ables effective monitoring of technical performance and
user satisfaction, as well as optimisation of the system
based on the outcomes of such monitoring.

Analogously, the researchers emphasised the signifi-
cance of monitoring user experience metrics to improve the
effectiveness of cross-platform integrations. The practical
implementation of cross-platform recommender systems
requires a comprehensive approach to the implementation
of theoretical models and methods in a real-world environ-
ment. Based on the conducted study, the key stages and rec-
ommendations for the successful implementation of such
systems can be identified. The stages of cross-platform in-
tegration include several vital steps. At the first, preparato-
ry stage, an audit of existing systems and data is conducted
to identify current capabilities and limitations. This allows
assessing the technical infrastructure and determining the
resources necessary to ensure the successful implementa-
tion of the new system. The second stage involves devel-
oping the system architecture. At this stage, three main
components are defined as follows: DataLayer for collect-
ing, storing, and processing data, MLLayer for training,
predicting, and optimising machine learning algorithms,

and SecurityLayer for protecting data privacy, authentica-
tion, and encryption. This structured architecture ensures
the efficiency of the system and the security of user data.

“System={

DataLayer: {

Collection,

Storage,

Processing

b

MLLayer: {

Training,

Inference,

Optimization

b

SecurityLayer: {

Privacy,

Authentication,

Encryption

/

/

Implementation is the final stage, where the imple-
mentation takes place in stages, which allows monitoring
progress and optimising the process. The formula reflects
the distribution of weighting factors between the imple-
mentation phases. This approach enables efficient man-
agement of resources and focused on key aspects of imple-
mentation for maximum efficiency.

Implementation=o!'P' + a*P*+ o3P5, (20)
where P? are the individual implementation phases, o are
their weighting factors that determine the priority.

Optimisation of system performance in an industrial
environment requires the implementation of multi-level
caching, which can considerably reduce the load on the
main database and increase the speed of access to fre-
quently requested data:

HB+HB +HFL

CacheHitRate =
QU+Q1+Q*

21)
where H? is the number of hits to the cache of the i™ level,
Q% is the total number of requests, @ is the importance
coefficient. This ensures maximum cache efficiency, as
most often the required data is quickly available at higher
cache levels.

In addition, optimising database queries helps to re-
duce query processing time. The use of indexes helps ac-
celerate data retrieval, while data batching allows storing
data on multiple servers, which reduces the time it takes to
access it. Load balancing distributes requests evenly across
servers, which prevents them from being overloaded and
ensures stable operation of the system even under extreme
load. Taken together, these measures help to reduce delays
and ensure reliable system operation in the face of a signif-
icant volume of requests.

The monitoring system should include performance
metrics and business metrics. Performance metrics reflect
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the level of efficiency and stability of the system while
performing tasks. Latency is the average time it takes to
process requests. The lower the latency value, the faster the
system responds to user requests. Throughput is measured
in requests per second, which shows how many requests the
system can process at once. Resource Utilization indicates
the efficiency of using resources such as CPU, memory, and
network, and helps to optimise system performance:

Performance={

Latency: u*o,

Throughput: requests/sec,

ResourceUtilization: {CPU, Memory, Network}

/

Business metrics reflect the impact of the system on
business performance, including conversion, user reten-
tion, and engagement. Conversion reflects the proportion
of users who complete targeted actions, which is critical to
assessing the system’s effectiveness in attracting custom-
ers. Retention shows the system’s ability to maintain user
interest and activity over time. Engagement reflects the
level of active interaction between users and the system.

BusinessImpact=w'C+w?R +W3E, (22)

where C is the conversion, R is the user retention, E is the
engagement, w® are the weighting factors.

The mathematical analysis of the implementation of
the cross-platform system identified the need for a phased
deployment of infrastructure solutions. Caching optimisa-
tion revealed the critical significance of a multi-level archi-
tecture for improving system performance. The calculation
of a comprehensive security indicator substantiated the
implementation of a multi-level data protection system.
Based on these calculations, the following practical recom-
mendations were developed.

250
200

150

(%)

Values

o

o

Latency Bandwidth

Resources

Infrastructure solutions ensure system stability and
flexibility. Containerisation using Docker allows creat-
ing autonomous environments for applications, which
simplifies their deployment and updating. Kubernetes
orchestration automates container management, provid-
ing scalability and load balancing. The implementation
of replication helps to increase fault tolerance as data is
stored on multiple servers, which minimises the risk of
data loss in case of failure.

Optimisation of ML processes helps to improve the ef-
ficiency and quality of machine learning models. AutoML
allows automating the selection of the best models and
settings, which reduces the time spent on parameter se-
lection. Implementation of A/B testing helps to compare
alternative versions of models, ensuring the selection of
the best option. Data drift monitoring allows detecting
changes in the distribution of data, which helps to keep
models up-to-date.

Data protection is critical to ensuring the security of
user information. Data encryption both at rest and in tran-
sit protects information from unauthorised access. Imple-
menting anomaly detection systems helps to quickly identi-
fy suspicious activity and prevent potential threats. Regular
security audits help maintain a strong level of protection
and promptly eliminate vulnerabilities in the system.

The methods were tested on cross-platform recom-
mender systems that integrate data from popular online
platforms such as YouTube, Amazon, and Facebook. The ex-
perimental base included a Dell PowerEdge R740xd server
system with support for distributed data storage and accel-
erated computing, which allowed testing the efficiency and
reliability ofthe proposedsolutionsinreal-world conditions.
The practical implementation of the proposed methods in
industrial systems showed the following results (Fig. 5).

Results

Before ™ After

100
5 . I

Conversion Retention Session time

Figure 5. Results of the cross-platform recommendation system implementation

Source: developed by the authors

The increase in system efficiency was made possible by
reducing latency by 45%, which accelerated the system’s re-
sponse time to user requests. A 2.5-fold increase in bandwidth
enabled the system to process considerably more requests per
second, ensuring stable performance even under high load.
Optimisation of resource utilisation by 35% contributed to
a more efficient distribution of the load on the processor,
memory, and network, which reduced infrastructure costs.

The improvement in business performance was reflected in a
28% increase in conversion rates, which suggests that the sys-
tem was more effective in engaging users to perform targeted
actions. A 32% increase in user retention indicates greater
loyalty among users who returned to the platform more of-
ten. A 40% increase in average session time indicates in-
creased engagement of users who stayed active in the system
longer, which positively affected the overall user experience.
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System scaling. To ensure scalability, the following is
recommended:

1. Horizontal scaling:

Capacity=Nx (P-0)’, (23)
where N is the number of nodes, P is the node performance,
and O is the overhead.

2. Vertical scaling:

7 code optimisation,
7 algorithm improvement,
7 equipment modernisation.

Scaling the system allows preparing the infrastructure
for the growth of data volumes and increased workload.
Horizontal scaling involves adding new nodes (servers)
to the system, which allows increasing its performance by
processing requests in parallel. Vertical scaling, on the oth-
er hand, focuses on improving the capacity of existing re-
sources by optimising code, improving algorithms, and up-
grading hardware. This improves the performance of each
node individually, which helps to use resources efficiently
without expanding the infrastructure. Together, these ap-
proaches ensure reliability, flexibility, and rapid response
to the growing needs of users.

Experimental studies revealed that following the pro-
posed practical recommendations allows striking an ac-
ceptable balance between the quality of recommendations
and system efficiency in an industrial environment. The
balance between the quality of recommendations and sys-
tem efficiency is expressed in the fact that the proposed
methods simultaneously improve the user experience and
optimise the use of resources. On the one hand, high-qual-
ity recommendations engage users, increase conversion
rates, and increase the time they spend in the system,
which is significant for business performance. On the oth-
er hand, optimising the infrastructure by reducing latency,
increasing bandwidth, and rationalising resource usage
ensures stable system performance without excessive
consumption of computing power. By achieving this bal-
ance, the system can maintain high quality of recommen-
dations even when the workload increases, which reduces
operating costs while maintaining high user satisfaction.
Therewith, it is vital to ensure continuous monitoring and
optimisation of all system components to maintain its ef-
fectiveness in the long term.

Practical experience of implementing the proposed
methods confirmed their effectiveness, demonstrating
how these solutions can be successfully implemented in
practice, provided that the necessary recommendations
are followed. H. Krijestorac et al. (2020) showed how viral
content affects user behaviour in a cross-platform envi-
ronment, and this phenomenon of “spillover effects” was
reflected in the present study, where interactions between
platforms were factored in to increase the relevance of rec-
ommendations. M. Li et al. (2021) proposed a mechanism
that protects user privacy when publishing reviews, which
complements the approach employed in the present study,

combining differential privacy and federated learning to
improve data security. At the same time, Q. Liu et al. (2019)
addressed the significance of social influence on recom-
mender algorithms, confirming that modelling social con-
nections greatly improves recommendation performance.

In a large-scale simulation of cross-platform inter-
action in online networks, G. Muri¢ et al. (2020) assessed
the significance of massive real-time data processing. The
researchers investigated over 1 million cross-platform in-
teractions, which showed a 22% increase in the accuracy
of recommendations when using real-time massive data
processing. This is in line with the findings of the pres-
ent study, where an analogous approach resulted in a 25%
improvement in accuracy. O.D. Segun-Falade et al. (2024)
on the development of cross-platform software to im-
prove interoperability between devices demonstrated the
significance of creating an adaptive architecture, which
was also implemented in the present study to factor in
the characteristics of multiple platforms. The findings
of D.H. Shin (2016) on user experience in cross-platform
systems helped to consider the need to adapt the inter-
face and factor in the context, which greatly improves the
user experience. The researcher conducted a large-scale
study of the behaviour of 1,200 users on multiple plat-
forms, which revealed a 45% increase in satisfaction with
an adaptive interface. The findings showed that contextual
adaptation increases user retention on the platform by an
average of 37%, which is in line with the present study.
Analogously, G.K. Suhas et al. (2021) examined the in-
teractivity of recommender systems that work with large
amounts of data. The study covered the analysis of over
500,000 user interactions, which revealed a 28% increase
in recommendation accuracy when using distributed data
processing. The findings of this study confirm the effec-
tiveness of cross-platform data processing to improve the
relevance of recommendations.

Z.Deng et al. (2013) proposed a video recommendation
method based on user modelling using data from multiple
platforms (cross-platform user modelling). The idea lies in
enriching the user profile of the target platform with infor-
mation from the auxiliary platform and transfer the collab-
orative relationships determined by the user behaviour on
the auxiliary platform to the target platform. This substan-
tially improves recommender systems.

Z. Sun et al. (2023) investigated the issue of privacy
protection in cross-platform recommender systems, and
the differential privacy approach employed in the present
study was consistent with the researchers’ data security
recommendations. At the same time, J. Zeng et al. (2024)
developed a FedGR system based on hypergraph neural
networks for group recommendations. The FedGR system
demonstrated an analogous approach to federated learn-
ing but differed in the use of hypergraph structures in-
stead of classical neural networks employed in the present
study. This enables FedGR to handle group interactions
more efficiently, while the developed method was focused
on individual recommendations. X. Zhang & X. Yu (2020)
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focused on the impact of risk perception on users’ purchas-
ing behaviour across platforms, which highlighted the sig-
nificance of the presented privacy solutions to build trust
among users in cross-platform environments.

Conclusions
The present study identified ways to integrate data on
cross-platform user behaviour to improve the accuracy and
relevance of recommender systems. The developed system
demonstrated a substantial improvement in a series of key
metrics: a 45% reduction in latency, a 2.5-fold increase in
throughput, and a 35% optimisation in resource utilisation.
Models that factor in social interactions revealed a con-
siderable increase in system efficiency, as evidenced by a
28% increase in conversion rates and a 32% increase in user
retention. Another prominent result was a 40% increase in
the average session time, which suggests a substantial im-
provement in user engagement. These indicators confirm
the effectiveness of the developed approach to reducing
the cold start problem using cross-platform connections
and cascading effects of information dissemination.
Models that factor in social interactions substantially
increase the relevance of recommendations, especially for
new users, due to the ability to transfer information between
platforms. Another prominent aspect is the ability to reduce
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AHoTauisd. llIBuaKe 3pocTaHHs KibKOCTI M(POBMUX TU1aTHOPM Ta PiSHOMAHITHICTh OHJIAiH-CEPBiCiB CTBOPIOIOTH HOBI
BUKJIVIKM JJ151 PO3POOKM peKOMeHAAIIiTHUX CUCTeM, sIKi MalOTh BPAXOBYBATY KPOCIIAaTHOPMHY MMOBEIiHKY KOPMUCTYBauiB
IJIsT 3a06e311eUeHHsI TOYHOCTI Ta KOHQigeHIiifHOCTi peKoMeHaaliii. MeToo CTaTTi CTaao BM3HAUEHHS TOTO, SIKUM YMHOM
06’e ;HAHHS JAHMX PO KpocIiaTGopMHY MOBeIiHKY MOXKe MiABUIINTU TOUHICTh peKOMEeHIALiifHMX cucTeM. 175 IIbOTo
6ys10 IPOBEIeHO aHai3 CyJYaCHUX aJTOPUTMiB MAIIMHHOTO HABYAHHS Ta METOZiB 06POOKY BEIUMKUX JAHUX, 110 T03BOJISIE
edekTuBHO iHTerpyBaTu iH(opmaliio 3 pisHUX mKepes. Y DOCTiIKeHHI BUKOPUCTAHO aJITOPUTMM KiIacTepusaliii ta
HePOHHMX Mepesk, 1[0 JO3BOJIWIO BUSIBUTY IAGIOHM MOBeIiHKY KOPUCTYBAUiB Y KPOCIIaTHOpMeHHUX cepesoBUIIaX.
OTpumaHi pe3ynbTaT CBiluaTh, IO iHTETpalisl KPocraaTGOPpMHMX JaHUX IMOKpAIlye TOYHICTh MepCOHATi30BaHUX
pekomMeHpaniit Ha 15-30 %, 10 MepeBuIly€e MOKA3HUKU TPaAMUIiiiHUX, ogHOIIaTGopMeHHUX migxomiB. Kpim Toro,
3’ICOBAHO, IO AHAaJIi3 COLiabHUX B3a€MO[iil Ta MepekeBUX e(deKTiB MOXe 3HAYHO MiABUIIUTU e(deKTUBHICTh
peKoOMeHAAIIHNX CUCTeM Y KpOCIUIaTGOPMHOMY CepemoBUINi, OCKITbKM BPaxOBY€ NONATKOBi acrekTu B3aeMOZii
KopucTyBauiB. CTaTTS TakoX 3BepTA€ yBary Ha acrekTu KOHGigeHLiiHOCTi, TPOTIOHYIOUM OIS, CydyaCHMUX MiAXO[iB
IO 3aXMCTY OCOOMCTUX NAHMUX, SIKi 36epiratoTb BUCOKY SIKiCTh peKOMeHalliit. Y paMKax eKCliepMMeHTaabHOI YaCTUHU
IOCTiIKeHHS 610 pO3p06IeHO Ta BIIPOBAIsKeHO MPOTOTUIT KpOCTIATHOPMHOI peKOMeHIaliiiHOi cucTeMu, 10 iHTerpye
JaHi 3 TPhOX MOMY/ISIPHUX OHJIAMH-TIIaTdOopM. TecTyBaHHS CUCTeMM Ha PeaIbHUX TaHUX TT0Ka3aJ10 MiABUIIeHHS TOUHOCTI
MepcoHali30BaHMX peKoMeHZallilii B cepefHbOMY Ha 27 % Ta 3HMXKEHHSI KiJIbKOCTi HepeJieBaHTHMUX MPOIO3UIlili Ha
35 % TOpPiBHSIHO 3 TpaguiiitHuMM ogHoIUIaTGOPMHMMY Tiaxomamu. Kpim Toro, BIpoBaaskeHHS pO3po6aeHol cucTeMu
3axMcTy KoHdigeHLiTHOCTiI Ha OCHOBI AMdepeHifTHOT MPUBATHOCTI 103BOMNUIIO 36€perTy BUCOKY SIKiCTh peKOMeHaallii
npu 3abe3revueHHi HAJEKHOTO PiBHS 3aXMCTY MePCOHATbHMX JaHUX KOPUCTYBauiB. [IpakTUYHA IiHHICTb SOCTiIKeHHS
TIOJISATAE Y 3aCTOCYBaHHI KPOCIIIATHOPMHOTO MiAXOAY AJIS MiJBUIIeHHS KOHKYPEHTOCIIPOMOXKHOCTI peKOMeHaliitHuX
CUCTeM Y pPi3HOMaHITHUX UMDPOBUX €KOCUCTEMAX

KniouoBi cnoBa: ixTerpaniss maHux; IepcoHasisalis KOHTEHTY; KOH(IIeHLiMHICTh AaHMX; MAlUMHHE HAaBYAHHS;
KOPUCTYBAIbKMI1 OCBiMI; aITOPUTMIU peKOMeH/allilt; BeJInKi AaHi
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