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AHoTanis

Ilybnixayiss docnidxcye Kpumuuny poiv nepugepiinux obuucienv (edge computing) y niOGueHHI pieHs
Kibepbesnexu oeyenmpanizosanux mepexc lnmepnemy peueil (loT). 3asdsaxu nepenecennio npoyecie 6Us6ICHHs 342PO3
ma 0b6pobKu danux 6e3nocepeonvo Ha nepughepilo mepexici, cucmemu 00CALAIOMb MAUNCe MUMMEBO20 UACY Peazy8anHs
o Heumpanizayii weuokux kibepamax, maxux sk DDoS ma epasziueocmi Hynw06020 Owus. Y 0ocaiodxcenwi
BUCBIMIIOEMBCSL BNPOBAONCEHHSA NONESUEHUX MOOenell MAUUHHO20 HABUANHA OISl NOBEOIHKOBO20 AHANIZY 6 PeanbHOMY
4aci, a maKoxc UKOPUCMAaHHA hedepamusHo20 HA8YAHHS O/ 3a0e3neueHHss KoH@IiOenyitunocmi danux. Kpim moeo,
PO321A0AEMBCA, AK MIKpOCeeMeHmayis 3anodieac 20pu30HmMAaIbHOMY NOUWUPEHHIO OOMHEemi8 Y JOKANbHIU MepPedici.
Taxoorc poboma 386epmac y8azy Ha MeXHIUHI GUKIUKU, NOB'SA3AHT 3 0OMeNCEHUMU pecypcamu nepudepilinux npucmpois,
HA2ONOWYIOYYU HA HeOOXIOHOCMI 3ACMOCYBAHHS Memo0die Onmumizayii HeUpOHHUX Mepedxc, MAaKUX K K8AHMYBAHHSA mad
NpYHIHe.

KarouoBi caoBa: mnepudepiiini obuucnennsi, kidepoOesneka, Intepuer peuedr (loT), mammHHE HaBYaHHS,
(enepaTvBHEe HaBYaHHS, BUSIBICHHS 3arp03, MIKpOCETMEHTAaITisl.

Abstract

This paper explores the critical role of edge computing in enhancing the cybersecurity of decentralized Internet of
Things (IoT) networks. By shifting threat detection and data processing directly to the network edge, systems achieve
near-instantaneous response times to mitigate rapid cyber threats, such as DDoS attacks and zero-day exploits. The
study highlights the implementation of lightweight machine learning models for real-time behavioural analysis and the
use of federated learning to ensure robust data privacy. Furthermore, it examines how micro-segmentation prevents
lateral botnet propagation within local networks. Finally, the paper addresses the technical challenges associated with
resource-constrained edge devices, emphasizing the necessity of neural network optimization techniques, such as
quantization and pruning, to balance performance and security.

Keywords: edge computing, cybersecurity, Internet of Things (IoT), machine learning, federated learning, threat
detection, micro-segmentation.

Introduction

The rapid expansion of the Internet of Things (IoT) has exponentially increased the attack surface for
cyber threats. Traditionally, cybersecurity frameworks have relied on centralized cloud architectures to
monitor traffic, detect anomalies, and mitigate attacks. However, this centralized approach introduces
significant latency. In the context of modern cyberattacks, even a delay of a few milliseconds can result in a
massive data breach or system compromise. To address this, edge computing proposes a decentralized
security model where data processing and threat analysis occur at the edge of the network, closer to the data
source.

Research results

Integrating cybersecurity protocols directly into edge computing architectures is fundamentally
transforming approaches to threat detection and mitigation. One of the key benefits of this approach is a
significant reduction in response time to potential threats. By analysing network traffic directly at the
gateway or edge server, the system can instantly identify and block anomalous activity, such as sudden
traffic spikes associated with DDoS attacks, before these threats can penetrate the core network or overload
the core infrastructure.



In addition, the implementation of lightweight machine learning models on edge devices opens up the
possibility of real-time behavioural analysis. Traditional signature-based security approaches become less
effective in the case of attacks using zero-day exploits. Instead, edge Al allows you to continuously monitor
the typical behavioural pattern of connected IoT devices, such as smart cameras or industrial sensors. If a
device starts to exhibit unusual activity, such as trying to connect to an unfamiliar external IP address or
transferring excessive amounts of data, the edge system quickly flags this as suspicious and blocks the
dangerous activity.

Another important element of edge-level protection is ensuring data privacy and securely training
algorithms. Instead of sending raw data to the cloud for analysis, which potentially exposes it to interception,
such data is analysed locally. Federated learning is widely used today to improve cyber threat detection
methods without compromising privacy. This approach allows edge devices to train a shared model directly
on-site and send only updated model parameters to a central server instead of the user data itself.

The decentralized organization of the system also significantly increases its resilience to cyberattacks. [oT
devices are often targeted for botnet integration, as was the case with the notorious Mirai malware. If an edge
node identifies malicious activity, such as horizontal movement of a threat or illegal communication with a
command and control (C2) server, it can quickly isolate the infected device in quarantine. Thanks to micro-
segmentation technology, this isolation prevents the threat from spreading further within the local network.

However, implementing cybersecurity at the edge level comes with serious technical challenges. Edge
devices have limited resources, both computational and energy. Therefore, the use of optimized
cryptographic methods and lightweight intrusion detection systems is critical. To ensure stable operation of
security protocols without negatively impacting the performance of the IoT environment, quantization and
pruning techniques of neural networks are widely used, which allow for an effective balance between
performance and security.

Conclusion

The integration of edge computing into cybersecurity frameworks marks a critical paradigm shift in
securing loT networks. By decentralizing threat detection and deploying lightweight machine learning
models directly at the network edge, systems can achieve near-instantaneous response times, effectively
mitigating rapid threats like DDoS attacks and zero-day exploits. Furthermore, the adoption of federated
learning and micro-segmentation significantly enhances data privacy and network resilience, successfully
isolating compromised nodes and preventing lateral botnet propagation. While the inherent resource
constraints of edge devices necessitate advanced optimization techniques — such as neural network
quantization and pruning — the transition to edge-based, localized security architectures is essential for
building robust, scalable, and secure modern loT infrastructures.
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