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Summary: The article notes that digital literacy is one of the main factors for 
increasing the effectiveness of management in modern times and for the effective 
application of information technologies. Global digitalization processes, the expansion 
of electronic services and the application of innovative technologies in public 
administration necessitate the development of digital skills. The article examines the 
conceptual foundations of digital literacy, its role in management, educational and 
professional training mechanisms, as well as public and private sector practices. The 
article shows that the formation of digital skills increases the level of professionalism 
of personnel, accelerates decision-making processes and ensures transparency of 
management. Projects, training programs and national strategies implemented in 
Azerbaijan for the development of digital literacy are presented as examples. 

The article also highlights the challenges, regional disparities, and technological 
infrastructure deficiencies in the process of increasing digital literacy. 

As a result, increasing digital literacy is confirmed as a key priority of modern 
management and practical proposals for its development are presented. This is an 
important condition for both government agencies and private sector enterprises to 
succeed in digital transformation. 

Keywords: Digital literacy, management, information technologies, digital skills, 
e-governance, innovation, digital transformation. 
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Digital literacy is today one of the key factors in the social and economic 

development of Ukrainian society, especially in the context of war, post-war 
reconstruction and gradual integration into the EU digital space. It provides citizens 
with access to information, public services, education, medicine, employment and 
democratic participation tools. Starting from 2019, the state has been consistently 
implementing programs to improve digital competences: according to the third stage 
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of the all-Ukrainian study of 2023, 93% of the adult population have basic digital skills 
[1]. A significant contribution to this process was made by the platform “Diya.Osvita” 
and other mass educational initiatives, thanks to which by the beginning of 2024 the 
goal of 6 million trained Ukrainians was achieved, and the share of users with basic 
and advanced digital skills increased to 60% [2]. The annual Digital Literacy Month, 
held in November, forms a social culture of continuous learning; The 2025 campaign 
aims to develop online safety and practical digital skills in everyday life [3]. 

Digital literacy in Ukraine plays two important roles. First, it is a tool for the 
population to adapt to crisis conditions, internal displacement and infrastructure 
reconstruction. Second, it is a strategic resource for increasing the competitiveness of 
small and medium-sized businesses, developing innovations and inclusion in the 
European digital economy. International studies emphasize that it is investments in 
human capital that ensure a faster recovery of the state and the ability to adapt to 
technological changes [4]. For Ukraine, this means that digital competencies have 
become a prerequisite for access to electronic public services, social support and citizen 
participation in making management decisions through e-democracy. According to 
analytical reports by UNDP and KIIS, 84% of users in 2024 are satisfied with the 
quality of electronic services, which demonstrates the real effectiveness of 
digitalization [5]. 

In 2023, indicators based on the DESI methodology were introduced, which allow 
tracking the progress of Ukraine’s digital transformation in accordance with European 
criteria [6]. This helped to identify the uneven level of digital competences between 
regions and social groups. According to the 2025 campaign, only 38% of adults have 
a high level of digital skills, which limits the development of the IT industry and the 
introduction of innovations [7]. The main gaps remain in knowledge in the field of data 
analytics, cybersecurity, working with cloud services, and business process 
automation. 

In the public sector, digital literacy directly affects the level of accessibility of 
services. The ability of users to log in to online services, work with documents, QR 
codes or digital signatures determines not only convenience, but also the possibility of 
exercising citizens’ rights during martial law. Surveys in 2024 indicate an increase in 
trust in electronic government platforms [5]. To support inclusion, the government and 
partners have created a network of Digital Education Hubs - centers where anyone can 
get help using digital tools, access to technology and expert advice [8]. This helps to 
overcome the “digital divide” between cities and rural areas. 

In the education system, digital literacy is considered a cross-cutting competency 
for all levels of education. The “Action. Education” platform provides an integrated 
system of online courses, micro-certification, and advanced training for teachers and 
civil servants [2]. Ukraine harmonizes its own indicators with the European DigComp 
framework, which allows for the alignment of learning outcomes with the needs of 
employers [6]. 

From an economic perspective, digital literacy has long gone beyond the basic 
use of gadgets. It is becoming a crucial factor in the development of small and medium-
sized businesses, e-commerce, production automation, cybersecurity and data 
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management. According to OECD analysis, the development of digital skills in the 
SME sector is key to increasing productivity and diversifying markets, as well as 
reducing risks in a war economy [4]. 

Along with the benefits of digitalization, the number of risks is also increasing. 
Therefore, cyber hygiene is becoming an important element of digital literacy. 
Educational campaigns in 2025 pay attention to teaching citizens the rules of safe use of 
the Internet, protection of personal data and combating disinformation [7]. Critical 
thinking and the ability to check sources of information are becoming basic skills of the 
digital age, which significantly reduces the vulnerability of the population to fraud [8]. 

Digital literacy is not only a set of technical knowledge, but also a social 
mechanism for expanding opportunities for different groups of the population. For the 
elderly, internally displaced persons and rural residents, it opens the way to electronic 
services, education and employment. Public hubs and partnership projects with 
libraries and ASCs create conditions for continuous learning throughout life [8]. 

To fully realize the potential of digital transformation, Ukraine needs to move 
from a dominance of basic digital skills to a mass adoption of advanced competencies 
- data analytics, automation, cybersecurity, artificial intelligence. This involves 
integrating digital modules into formal education, developing programs for SMEs with 
financial vouchers for training, supporting Digital Education Hubs in communities, and 
emphasizing cyber hygiene and media literacy [4][6][8]. 

Information technologies have become a basic component of modern education, 
because digital competence determines not only professional success, but also the 
ability to adapt to life in a world of rapid technological change. The formation of IT 
literacy should begin at a young age, gradually expanding from a basic understanding 
of digital devices to the systematic mastery of programming, data analytics, artificial 
intelligence and cybersecurity. In this process, educational institutions play a key role, 
acting as the main provider of digital education for children, adolescents and young 
people. 

At the stage of preschool education, the main task is to develop children's initial 
ideas about the technological world. Kindergarten students learn to recognize computer 
devices, use interactive whiteboards, educational tablets, children's programs for 
drawing, logical games and creative tasks through game methods. Tools such as 
ScratchJr or Tynker allow children to be introduced to the basics of algorithmic 
thinking without complex code. It is important that preschool education not only 
teaches how to use technology, but also forms a culture of safe behavior in the digital 
environment - respect for privacy, responsibility in communication, the ability to 
distinguish between the real and virtual worlds. The introduction of digital educational 
platforms in kindergartens in Ukraine, such as "My First Programming" or "Smart 
Kids", demonstrates that even at an early age it is possible to effectively form an 
interest in the IT sphere. 

In elementary school Computer science education is aimed at developing basic 
computer skills: typing, working with files, searching for information, creating 
multimedia presentations. Students master the principles of operating systems, learn to 
interact with digital educational environments, which forms the prerequisites for 
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further study of more complex IT disciplines. Since 2020, Ukraine has been 
implementing the "New Ukrainian School" program, within the framework of which 
modern STEM laboratories are being created where children can experiment with 
robotics, 3D modeling and digital sensors. This allows them to move from passive 
consumption of technologies to their practical application. 

At the elementary and high school levels , the emphasis shifts to studying the 
principles of programming, algorithms, logic, computer graphics, and data security. 
Students learn Python, JavaScript, or C#, master office and cloud services, and create their 
own mini-projects—from simple games to web pages. Extracurricular clubs and school-
based IT academies play a major role, providing opportunities for team development. At 
this stage, critical thinking and the realization that technology can be a means of self-
expression, scientific discovery, and future professional fulfillment are formed. 

Vocational (vocational) education institutions are a bridge between school and the 
labor market. They train specialists in specific areas: system administration, graphic 
design, technical support, installation and maintenance of computer networks. 
Cooperation of such institutions with IT companies allows creating training and 
production centers, where students undergo practice on real equipment. This ensures not 
only the acquisition of knowledge, but also the professional development of young people. 

Higher education institutions provide fundamental and scientific and practical 
training for the IT industry. Modern universities implement educational programs in 
the specialties of "Computer Science", "Software Engineering", "Cybersecurity", 
"Information Systems and Technologies". University education forms not only 
technical, but also research, communication and design skills necessary for working in 
the digital economy. An important trend is the integration of practical courses 
implemented jointly with leading IT companies, internships in startups and 
international projects. For example, dual education programs with Cisco Networking 
Academy or Google for Education help students obtain international-level certificates 
while still studying. 

Universities play a special role in developing the digital culture of teachers and 
popularizing lifelong learning. They become centers for training pedagogical personnel 
for all previous levels - namely teachers, armed with modern digital tools, are able to 
create an interactive learning environment, form digital ethics and skills for the safe 
use of technologies. In addition, universities provide scientific research in the field of 
artificial intelligence, the Internet of Things, and machine learning, which become the 
basis for the innovative development of society. 

Thus, digital literacy becomes a key resource for human development and the 
foundation of a sustainable future for Ukraine. It enables citizens to remain active, 
secure, and competitive, contributing to the country’s rapid recovery and integration 
into the European digital space [1], [2]. 
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Мобільна розробка є одним із найдинамічніших напрямів сучасної 
програмної інженерії. Високі вимоги до продуктивності, надійності, зручності та 
кросплатформності змушують розробників використовувати нові мови, 
фреймворки й архітектурні підходи. Ефективність мобільних застосунків 
значною мірою залежить від правильного вибору технологій, які забезпечують 
гнучкість, масштабованість і стабільність роботи системи. 
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