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Abstract

This paper examines the practical role of honeypot systems in modern cybersecurity. It discusses their core
advantages, their evolution toward cloud-native and high-interaction architectures, and the privacy implications of their
deployment.
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AHoTanis

Y pobomi posensioacmucs npakmuuna pons honeypot-cucmem y cyuacniit kibepbesneyi. Pozensanymo ixui ocnogui
nepeeazu, €GONIOYII0 6 HANPAMKY XMAPHUX MA BUCOKOIHMEPAKMUSHUX —aPXIMEKmyp, a MaKodlC NUmanms
KOH@IOenyitiHocmi, n08'sa3aHi 3 ix po320PMAaHHIM.

KuarouoBi cioBa: honeypot, possinka 3arpos, xmMapHa Ge3reka, KOH)iIEeHIiHICTS TaHUX.

Introduction

Traditional defensive tools like firewalls and intrusion detection systems remain essential, but they share
a fundamental weakness: they are reactive rather than proactive. They can only react to threats after they
appear, and they struggle to keep up with the speed at which new attack methods emerge [1]. This creates a
serious asymmetry between attackers and defenders in cyberspace.

Honeypot technology offers a way to shift that balance. A honeypot is a deliberately crafted trap — a
system or resource placed in a network with the purpose of being attacked [1, 2]. It has no legitimate users and
no production function. Any interaction with it is, by definition, unauthorized. This makes honeypots
exceptionally efficient at separating real threats from background noise: their false detection rate is close to
zero [2]. The data they capture — attacker tools, tactics, and objectives — can then be analyzed to better
understand vulnerabilities and strengthen defenses for the actual network environment [1].

Core Advantages

The most frequently cited advantage of honeypots is their low false-positive rate. Since no legitimate
user should ever interact with a honeypot, virtually every recorded event represents actual malicious activity
[2]. This is a significant improvement over traditional IDS sensors, which generate large volumes of alerts that
security teams must manually filter.

Honeypots also excel at detecting unknown threats. Signature-based tools can only identify attacks
they have been programmed to recognize. A honeypot does not rely on signatures — it captures whatever is
directed at it, including zero-day exploits and novel techniques [2]. The European Union Agency for
Cybersecurity has identified ransomware, malware, and zero-day exploits as the primary cyber threats in its
recent reports, and automated scanners have been documented finding vulnerable devices within 15 minutes
of a vulnerability disclosure [3]. In this environment, tools that can detect the unexpected — rather than only
the known — are essential.

Beyond detection, honeypots serve as research instruments. They collect in-depth information about
attacker behavior that few other technologies can match. This includes the commands attackers execute, the
credentials they attempt, the tools they upload, and the communication patterns they use [1, 4].

Cloud-Native and High-Interaction Systems

Honeypot technology has evolved considerably. Early honeypots were simple Linux installations
placed on spare hardware. Today, they are deployed as lightweight, containerized cloud resources that can
simulate a wide variety of services and devices [3].

Yang et al. demonstrate a modern high-interaction honeypot architecture that uses a modular design
with a central management node [1]. Their system separates the honeypot environment from the data
processing node, making it easier to add, remove, or modify honeypots without complex reconfiguration. High-



interaction honeypots provide real operating systems and services rather than simple emulations, which allows
them to capture far more detailed information about attacker behavior — including new rootkits, lateral
movement techniques, and post-exploitation activity [1].

Priya and Chakkaravarthy take this further with a containerized, cloud-based honeypot architecture
[4]. Their system deploys an ensemble of honeypot detectors using container technology, which makes scaling
practical and cost-effective. The researchers emphasize that discovering malicious packets among normal
cloud activity using only IDS or log analysis is challenging and time-consuming. Honeypots address this by
providing a clean signal: since they simulate real systems but have no legitimate traffic, any activity they
capture is inherently suspicious [4].

Real-World Threat Data

Honeypots are not theoretical tools — they produce concrete, actionable intelligence. A 2023 study by
Outpost24 deployed 20 honeypots distributed globally and registered 42 million attacks between January and
September 2022 [5]. Brute-force attacks were the most common type, with default credentials attempted over
5.5 million times. Ports 445 and 22 — corresponding to Windows file sharing and SSH remote access services
— were the most targeted [5].

This kind of data has direct practical value. It reveals which services attackers target most, which
credentials they try first, and which regions generate the most scanning activity. Organizations can use these
findings to prioritize patching, adjust firewall rules, and harden their most exposed services.

Privacy Considerations

Deploying honeypots raises legal questions, particularly in jurisdictions with strong data protection
frameworks. Honeypots inevitably collect information about attackers, including IP addresses. Under EU law,
IP addresses are classified as personal data [6]. This means that honeypot operators must consider how data is
collected, how long it is retained, and whether it can be shared.

Sokol, Misek, and Husak provide a detailed analysis of these issues [6]. They point out that the legal
framework influences not only what data honeypots may collect, but also what operators can do with that data
afterward. When researchers wish to publish honeypot findings, anonymization is necessary [6]. The authors
emphasize that while the cybersecurity value of honeypots is clear, responsible deployment requires awareness
of the applicable legal constraints.

Conclusion

Honeypot systems have grown from simple experimental setups into mature, scalable components of
modern cybersecurity infrastructure. They provide high-quality threat data with near-zero false positives,
detect attacks that signature-based tools miss, and generate intelligence that directly informs defensive
decisions [1, 2]. Modern deployments leverage containerization, cloud platforms, and modular architectures
to make honeypots practical for organizations of various sizes [1, 3, 4]. Real-world data from large-scale
honeypot networks — such as the 42 million attacks captured by Outpost24 in 2022 — demonstrates their
operational value [5].

At the same time, privacy and legal compliance remain important considerations, particularly in the
European Union [6]. As cyber threats continue to evolve, honeypot technology is evolving alongside them —
shifting cybersecurity from purely reactive defense toward active intelligence gathering
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