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BCTYII

B yMoBax akTMBHOIO pO3BUTKY AiKITamizamli B YkpaiHi i
NOIIMPEHHS HOBITHIX CTaHAApTIB  1H(OpMAIIMHOTO  CyCHIbCTBA
0COOJIUBO 3pPOCTAa€E 3HaUCHHS €(DEKTUBHOTO yIIPABIIIHHS MIPOIIECAMH SIK HA
pPIBHI KpaiHHW, PErioHy, HOTro TEPUTOPIAIbHUX OJWHHUIlL, TaK 1 HA PIBHI
TOCITOJIapIOIOYMX CYyO’ EKTIB.

3 npoBaKEHHSAM HOBUX 1H(OpPMAIIMHUX TEXHOJOTiH, 30Kpema

PO3BUTOK 3aC00iB  OOYHMCIIOBAIBHOI TEXHIKHM, 3B’SI3Ky, CHCTEM
TeJeKOMYHiKaIlii, iHhopmMallis CTa€ MOCTIMHUM 1 HEOOX1THUM aTpUOyTOM
3a0€3MeUYeHHsT JISUTbHOCTI JIEpXKaBH, IOPUAMYHUX OCI0, TPOMAJCHKHUX
oprasizaliii, MeHEeKepIB MIAMPIEMCTB Ta MiAPO3ALIIB. Bing skocTti Ta
JOCTOBIpHOCTI 1H(MOpMAIll 3aleKUTh €(EKTHUBHICTh Ta ONEPATHUBHICTH
pillIeHb, 1110 TPUUMAIOTHCS Ha PI3HUX PIBHAX YIIPABIIIHHS.
["osioBHOIO MeTOIO 1H(OPMAITIHHOT TTOTITUKU HA PIBHU KpalHU Ma€ CTaTH
CTBOPEHHS ONTHUMAJIbHUX YMOB JJIsI 3a0e3nedeHHs 1H(QOPMATUBHUX
noTped® MeHeKepiB Ha OCHOBI (OpMyBaHHA Ta BUKOPHUCTAHHS
iHQopMaLIMHUX pecypciB 1 CydacHUX 1H(OpPMALIMHUX TEXHOJIOTIH.
OTtxe, TepHUIOYEPrOBUM 3aBIaHHAM JIJDKITaA13allli KpaiHu € moOyoBa
CUCTEMHU 1H(POPMAIIHHO-aHATITUYHOTO 3a0€3MeYeHHSI YNPaBIIHCHKOI
TUSJIBHOCTI, $IKa SBJSE COOOI0 CKJIAJIHY, IHTErPOBaAHYy, 1€paApXidHO
OpraHi3oBaHy CHCTEMYy, NpPHU3HAYCHY [Ji1 TPUUHATTS e(PEKTUBHUX
YIPABIIHCHKUX PIIIEHb.

KoHuentyanbHOro 3Ha4ueHHs] Ha0yBae po3poOKa HOBITHIX M1IXO/IIB
no 1HMOpMaIiHHO-aHANITUYHOTO 3a0e3nedyeHHs. Y 3B’SI3Ky 3 UM
aKTyaJIbHUM TIUTaHHAM Ha ChOTOJHI € BJIOCKOHAJEHHS Ta pO3poOKa
HOBUX METOJIB 1H(QOpPMAIIITHO-aHATITUYHOTO 3a0€3MEeUEHHS CHUCTEM
yIpaBJIiHHA.

JlociimKkeHHsT HayKOBIIIB, MPECTaBICHUX Y MOHOTpadii, 103BOJIsI€E

OpPTaHIYHO MOEIHATH 1HIWBIAyalbH1 Ta KOJEKTUBHI 3HAHHS (haxiBIlIB
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PI3HOMAHITHUX HAyKOBHX IIKiJI. MoHorpadis Mae HayKOBO-TIpaKTUIHE
3HAUYECHHS M po3paxoBaHa HAa HAYKOBHMX IMpPAI[IBHUKIB Ta MEHEIKEPIB,
BUKJIAJa4iB, MariCTpiB, aCHipaHTIB €EKOHOMIYHUX CITCI1aIbHOCTEH,

ABTOpHM HayKkoBOi MoOHOTpadii BHpa)kalOTh CJIOBA BHU3HAHHS 1
BISSYHOCTI PEIEH3EHTaM: JOKTOPY €KOHOMIYHHMX HayK, mpodecopy,
3aBiayBauku Kadenpu OOJIKy, ayauTy, aHaidizy 1 OIOJaTKyBaHHS
VYHiBepcuteTy MUTHOI crpaBu Ta ¢iHadciB (M. Juinpo) QOuaeni
Bakyabumk, npodecopy, 3aBiayBauy Kaeapu CTaTUCTUKH  Ta
MaTeEMAaTUYNX METOAIB B eKOHOMII[1, HallloHaabHa akageMist CTATUCTUKHU,
001Ky Ta aynuty Cepriro I'epacuMeHKO , TOKTOpPY EKOHOMIYHUX HayK,,
npodecopy, 3aBimyBady KadeAapu CTaTUCTHKA Ta 1H(pOpMamiiiHuX
TEXHOJIOI, XMEJIbHULIBKUI YHIBEPCUTET YIMPABJIIHHS Ta MpaBa IMEHI
Jleonina FO3pkoBa Pomany Kyannuuy



CHAPTER 1
DESIGNING A SECURE CONSOLIDATED INFORMATION
RESOURCE FOR ANALYSIS OF OUTSOURCING
COMPANIES' ACTIVITY IN UKRAINE

1.1 Role and importance of outsourcing in modern business
processes

Outsourcing is a concept that determines a set of means aimed to
transferring certain processes and functions of an enterprise to another
organization that specializes professionally in this field. Making a
strategic decision of outsourcing, the customer will gain access to the
existing business process, individual systems and infrastructure of
external companies, concentrating on conducting specialized activities in
their company, increasing own part in market.

Outsourcing companies are becoming in demand precisely because
of their strait specialization. It’s allows customers to receive the highest
quality service.

In addition to the presence of high-class specialists, outsourcing has
a lot of other advantages, in particular, clients do not need:

- recruit staff;

- accrue a salary;

- make training and certification;

- pay out a social package;

- calculate taxes.

However, the most important benefits will be the economic benefits:

1. Here the role is played not only by the level of specialists but also
the most modern equipment of firms and the availability of advanced
technologies. This is due to the fact that the performer is employed in a
special limited area.
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2. A large number of customers of the outsourcing agency allow
distributing overhead costs and optimize work which leads to lower costs
and improve their quality.

There are many types of outsourcing. However, in practice there are
the following areas:

Industrial. Part of the production functions is transferred to third-
party manufacturers. An example is the relationship between the
advertising agency and the printing house.

Transfer of business processes. A separate direction is transferred for
example logistics, bookkeeping, marketing.

Knowledge management. Processes that require wide study or
serious analysts of large sets of data, creation and management of
databases delegate to other enterprises, firms.

The concept of consolidated information covers sources of
information obtained from several sources and systematically integrated
different types of information resources which are complete, holistic and
consistent and represent an adequate information model of the problem
area. It allows to analyze, develop and effectively use such a resource in
decision support processes [1-10].

1.2 Features of the outsourcing companies sphere in Ukraine
under the conditions of pandemic of coronavirus

The most common is IT-outsourcing, i.e. outsourcing of information
technology in particular work on the creation and maintenance of software
products. It is clear that in this way there is a possibility of a significant
reduction in the cost of salaries of programmers and the maintenance of
IT-departments of large corporations. To reduce them it is advisable to
abandon the full staff of programmers and transfer some of their work to
other companies, in many cases — abroad (offshore programming) which
Is much cheaper. Thus, the difference in salary «inside» the company and
«outside» (outside the country) caused the «offshore programming» as a
business direction.
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In the world ranking of software manufacturers Ukraine ranks 15th.
There are about a thousand software development companies in the
country: about 25-30 thousand Ukrainian specialists are employed in the
field. Around 2006 Ukraine became a full-fledged player in the field of
outsourcing.

In 2016 Ukraine has risen to 24th place in the Global Services
Location Index in the outsourcing services market.

In recent years, the information technology market of Ukraine is
gaining significant momentum, growing annually by 20%—-25%. Taking
into account these dynamics, most experts have already called this
industry the engine of the entire Ukrainian economy. Since 2013 the
contribution of this industry to Ukraine's gross domestic product has
increased from 1.58% to 8.3% due to increased exports of technological
services.

Today there are about 4,000 Ukrainian technology companies in the
local market, mainly specializing in software development and testing,
application support, technology research and development. As for the
types of IT companies, there are about 1,702 product and 533 service
companies in Ukraine which specialize in IT outsourcing. In addition to a
significant number of companies, Ukraine is also known for its
progressive IT startups (currently there are about 2,000). Among the most
famous are Grammarly, People.ai, Readdle, Attendify, MacPaw, Reface,
Ajax, Petcube, Restream, Competera and others. In 2021, Ukrainian
startups managed to attract a record amount of investment - more than 571
million dollars which was a powerful impetus for the rapid development
of Ukrainian IT business.

According to the Outsourcing Journal Ukraine has become the
«number 1» country for IT outsourcing in Central and Eastern Europe and
Is among the top 20 countries in the EMEA (Europe, the Middle East and
Africa) region for IT offshoring. Ukraine is now seen as a promising
technology hub with a fast-growing IT industry which has attracted the
attention of the global IT community, encouraging more and more foreign
companies to hire Ukrainian developers.
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It should be noted that Ukraine is known not only for the IT
outsourcing industry, but also for providing offshore services for the
opening of R&D centers. Many countries are interested in receiving these
services, but companies from the United States and Western Europe
remain regular customers.

Among the main factors that attract foreign companies to the
Ukrainian IT market are the following:

- a large number of talented IT specialists;

- good location;

- low taxes (5%) and salary;

- quality work;

- similarity at the cultural level.

Technology giants such as Google, Oracle, Samsung, Amazon,
Ericsson, Amadeus and Huawei have already successfully opened their
R&D offices in Ukraine. In addition, not only foreign companies, but also
some Ukrainian startups based abroad are creating their offshore
development centers here in order to optimize the work process of their
business. One such striking example is People.ai, a Ukrainian software
development company that has decided to open its own R&D center in
Ukraine. This crucial step provided the company with access to a large
number of artificial intelligence developers which allowed it to expand its
core team with new talent programmers. By increasing their staff,
People.ai was able to achieve incredible results. In just 3 years the cost of
this startup has grown from $ 400 million to $ 1.1 billion, making
People.ai a unicorn company.

Despite the fact that most companies have suffered from the effects
of the COVID-19 pandemic [11-16], IT sector not only not experienced
this negative impact, but has even been able to benefit from this
unfavorable situation. Due to quarantine most companies were forced to
switch to digital format which significantly increased the need for IT
services. As a result, technology companies began to expand rapidly,
increasing the need for skilled programmers. Given these events, in 2020-
2021 the demand for Ukrainian specialists has grown significantly, as
more and more foreign technology companies have hired them to develop
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their products. This became especially noticeable when our clients began
to actively receive investments and go exchange.

One such company is ThredUP, the largest online platform for
selling second-hand clothes, which, thanks to the effective work of its
Ukrainian team of programmers, not only managed to survive in
conditions of the pandemic of coronavirus but also became a real
sensation on the world market. ThredUP was able to enter the IPO and
receive $ 168 million in funding. Moreover, thanks to its own R&D center
in Ukraine, the company is effectively expanding its business
opportunities and improving its product, receiving ongoing support for
the organization of the offshore center from Alcor.

Thus, the growth of the IT outsourcing industry and the volume of
technical services have significantly affected the development of the
Ukrainian IT market. According to the National Bank of Ukraine in 2021
the volume of Ukrainian IT exports increased by 20.4% which led to an
increase in annual exports of these services to $ 5 billion.

1.3 The essence and methods of information consolidation

The term «consolidated informationy refers to sources of information
obtained from several sources and systematically integrated, different
types of information resources which are collectively endowed with
features of completeness, integrity and consistency, and are an adequate
information model of the problem area. Consolidated information is
designed to analyze and effectively use it in decision support processes.
Therefore, the concept of «competitive intelligence» which is used by
some researchers, remains one aspect of holistic processes and procedures
of information consolidation, namely as a process of forming information
resources to decision-making support [17].

Consolidated information with the use of all opportunities actively
manages information resources, develops technological bases for the
creation of information products, provides quality and information
transformation of information.
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Information security can be provided in a variety of ways which
include modeling the necessary components of information security,
namely:

- identification of information sources which have to be protected;

- monitoring the full set of potential threats and channels of
information leakage;

- analysis of vulnerabilities and risks associated with the collection
of information and source channels;

- the choice of means of protective information and their
implementation;

- control system protection.

Thus, integrated information technologies require information
security in a particular institution or organization.

The process of information integration is the process of transforming
data into business information and knowledge which is aimed at
supporting informal solutions. That's why secure business information, in
the broadest sense, is based on the principle of combining elements such
as information, business processes, hardware, software, people [18].

Integration of information actions is used to determine the
responsibility of individuals, departments or organizations to evaluate and
compress important documents in order to provide reliable and concise
knowledge for groups of users. Individuals or groups of persons engaged
in information and integration activities are a unit of consolidation.

Thus, data consolidation refers to the use of several data cells that
originate from a spreadsheet and compile cells into another sheet. The
process does a great job of helping computer users personally and
manually write down individual data cells from specific reference points
and then enter them elsewhere using a new spreadsheet. Thus, the
formatting, reorganization and redistribution of a huge amount of
information can be greatly simplified.

Information consolidation programs require the fulfillment of
certain conditions by spreadsheets and files, the data of which must be
consolidated [19]. First of all, each of the large worksheets must share the
same information range when analyzing in both its axes. This requirement
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will help the computer program to consolidate data to complete a complex
calculation; calculations are designed to determine the ability of each data
cell to correspond to data belonging to other letters or pages. After
completing the process the computer program is going to create a
completely new sheet which is going to create a summary of all data
belonging to the relevant tables.

As a matter of fact, information consolidation is the use of spectrum
fields in broadband to more effectively organize the work of employees.
Data consolidation is also a process that can lead to a significant
improvement in the level of professional training. Doctors usually use
data consolidation to keep accounting their patients and their treatment
regimens. Teachers can take full advantage of data consolidation to create
quick summaries of grades, tests, projects or assignments for their
students. Retailers can also find great use in data consolidation when it
comes to tracking the most profitable stores or products. It is clear that
this is not an exhaustive list of all practical applications of data
consolidation.

Therefore, there are a lot of people who whant to pay for such
services. Data consolidation software is also available for purchase. The
peculiarity of these software applications is that they are not fully
automated. They are completed with the help of several worksheets
executed in several formats / programs. The presence of a person who has
to summarize the data manually is often necessary, as spreadsheets do not
meet pre-established requirements.

In today's reality, no company can operate effectively in a highly
competitive environment without the latest, complete, reliable, relevant
information, which is the basis of consolidated information products, such
as reports, databases, research, technical notes and reviews [20].

Data consolidation is the initial stage of implementation of any
analytical task or project. The basis of consolidation is the process of
collecting and organizing data storage in a form that is optimal in terms
of their processing on a specific analytical platform or solving a specific
analytical problem.
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The main criteria of optimality in terms of data consolidation are as
follows (Fig. 1.1) [21]:

- providing high speed data access;

- compact storage;

- automatic maintenance of data structure integrity;

- data consistency control.

)

Basic criteria of optimality in terms of data consolidation }

Providing high speed data access <

Compact storage <

Automatic maintenance of data structure integrity C

NN

Data consistency control <

Figure 1.1 — The main criteria for optimality in terms of data
consolidation

A key concept of consolidation is a data source, an object that
contains structured data that can be useful for solving an analytical
problem. It is necessary that the analytical platform used can access data
from this object directly or after their conversion into another format.
Otherwise, it is obvious that the object cannot be considered a data source.

Analytical activity on consolidated information — procedures and
processes of intellectual activity that generate new information, allow
identifying new problems or their aspects offering non-traditional ways to
solve them.

Analytical applications, as a rule, do not contain developed means
of data entry and editing, but work with already formed samples. Thus,
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the formation of data sets for analysis in most cases should be done by
customers of analytical solutions.

In the process of data consolidation the following tasks are solved:

- choice of data sources;

- development of consolidation strategy;

- data quality assessment;

- enrichment;

- cleaning;

- transfer to the data warehouse.

First, select the sources that contain data that may be relevant to the
problem, then determine the type of sources and methods of organizing
access to them.

Another important task to be solved during consolidation is to assess
the quality of data in terms of their suitability for processing using various
analytical algorithms and methods. In most cases, the source data is
«dirty», 1.e. it contains factors that do not allow to analyze it correctly,
identify hidden structures and patterns, establishing links between data
elements and to perform other actions that may be required to obtain an
analytical solution.

Such factors include input errors, omissions, abnormal values, noise,
inconsistencies. Therefore, before starting to analyze the data, it is
necessary to assess their quality and compliance with the requirements of
the analytical platform. If the quality assessment process reveals factors
that do not allow the correct application of certain analytical methods to
the data, it is necessary to perform appropriate data cleaning. Data
cleaning — a set of methods and procedures aimed at eliminating the
causes that interfere with the correct processing: anomalies, omissions,
duplicates, inconsistencies, noise.

Another operation that may be required when consolidating data is
their enrichment — the process of supplementing the data with some
information which increases the efficiency of analytical tasks. Enrichment
allows more efficient use of consolidated data. It should be used in cases
where the data do not contain enough information to satisfactorily solve a
particular problem of analysis. Data enrichment allows to increase their
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information saturation and, as a consequence, significance for solving the
analytical problem.

Only timely and verified information can predict changes and
fluctuations in markets, political risks and certainly should not be known
to competitors, so it is very important to organize reliable protection.

The protection of consolidated information can be provided in
various ways, involving modeling of the necessary components of
information security, namely:

- allocation of information resources to be protected,;

- monitoring of the full set of potential threats and channels of
information leakage;

- analysis of vulnerabilities and risks to the set of information and
leakage channels;

- definition of requirements to the protection system;

- choice of means of information protection and their
implementation;

- control of the protection system.

Thus, it can be concluded that consolidated information not only
requires the right methods of analysis, but also information security within
a particular institution or organization.

At the same time, the consolidated information is called, actively
operating with information resources, to develop technological bases of
creation of an information product, to carry out qualitative and semantic
transformation of information, functionally intersecting in this plan with
scientific (development of new knowledge) and management
(development of solutions, scenarios) activities.

It is necessary to distinguish between physical consolidation —
information actually collected in one place and logical consolidation or
federated — information distributed, but from the point of view of the user,
IS in a single repository that has shared access to it and the same.

The main types of information consolidation products include:

- reviews: critical reviews, reports on the current state;

- reports: evaluation, marketing and technical reports;

- alarm bulletins or letters.
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- data: compilations and tabular data; statistical compilations,
correlations and compositions; critical data.

- databases: expert databases; knowledge base on subjects.

- technical records: guides, reference books, instruction sheets,
explanations of a complex subject executed in style and language of the
audience. Popular articles on scientific or technical topics.

- guidance: compilation of relevant data and information on the
subject.

- critical research: comparison of different practices or policies with
lists for and against; impact and future research.

- request: evaluation of research and compilations on demand.

Of course, each of these products has its own requirements, criteria
and procedures.

Some of the products can be prepared with the help of analytical-
synthetic processing of information.

Based on modern terminological dictionaries, standards, manuals, it
can be established that the analytical-synthetic processing of information
means the process of processing, collecting, introducing, writing,
transforming, reading, storing, destroying, not registering for information
purposes, comparison and generalization, which is, as correct, annotation,
referencing, extraction of facts, preparation of reviews, compilation of
bibliographic descriptions (BD), annotation, indexing.

The main types of analytical and synthetic processing of documents
and information are defined in Government standart of Ukraine (DSTU
2394-94 Information and documentation. Completion of the fund,
bibliographic description, analysis of documents) which meets the
international standard 1SO 5127 and include:

- bibliographic description;

- indexing;

- annotation;

- referencing;

- translation of scientific documents;

- collection, critical evaluation, systematization and generalization
of scientific and technical data;
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- compilation of reviews.

All listed types facilitate the search for consolidated information
products.

Members of the union of analysts and professionals of competitive
intelligence believe that professionals in the field of information and
information analysis or analysts of consolidated information can provide
information and analytical support to any institution, modeling its
structure, areas of operation, taking into account interaction with the
environment.

Such specialists can provide information and analytical support of
management, performing meaningful processing of information.
Graduates of this specialty can work in the services of information and
document management of enterprises and institutions that use computer
technology in personnel and office departments; information and
information-analytical structures; marketing and forecasting departments,
relevant departments of government, etc. Specialists of the new
generation have the technology, methods of analysis, convolution and
presentation of information, operate information arrays, form databases
of various information resources, based on information models, identify
objective patterns and trends, determine the driving mechanisms,
causation.

Consolidated information has recently established itself as an
independent scientific field, and its status is still debated, as in the
development of information sciences there is a process of diversification
of functions of each type of communication, continuous change of these
functions under the changing demands of life.
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1.4 Definition of tools for designing the interface of a consolidated
information resource for analysis of outsourcing companies’ activity
in Ukraine

The peculiarity of information consolidation is the presentation of
information about the company in a specially developed space and
connection to the database of office documents on the network. You can
provide information about a company on the Internet by creating a website
that contains basic information about it or by creating a WWW server that
provides much more features, as it can contain standard or specialized
support, visual images of products, etc. Development of space consists of
the following stages:

1) development and approval of original technical work;

2) development of a structured design site — location of sections,
content and navigation;

3) implementation of the project — creation of spatial elements of
layout, program style and navigation elements;

4) development of a database, program code, modules and other
structural blocks of the site.

Thus, in the consolidated information resource of outsourcing
companies for data storage, the tool MySQL is chosen by the author of
this research — system management of relational databases, which
integrates with PHP and provides the creation of static and dynamic Web-
applications.

MySQL is based on the client-server model. The core of MySQL is
a MySQL server that handles all database instructions (or commands).
The MySQL server is available as a separate program for use in a client-
server network environment and as a library that can be embedded (or
linked) into other programs.

MySQL works with several utilities that support MySQL database
administration. Commands are sent to MySQLServer through a MySQL
client that is installed on the computer.

MySQL was originally designed for fast processing of large
databases. Although MySQL is usually installed on only one machine, it
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can send a database to multiple locations, because users can access it
through various MySQL client interfaces. These interfaces send SQL
statements to the server and then display the results.

Until 2016, the main difference between MySQL and SQL was that
MySQL could be used on multiple platforms, and SQL could only be used
on Windows. Since then, Microsoft has expanded SQL to support Linux,
a change that took effect in 2017. When MySQL is installed through
Linux, its system package management requires special configuration to
configure security and optimization settings [22].

MySQL also allows users to select the most efficient storage
mechanism for any spreadsheet, because the program is able to use
multiple storage systems for individual tables. One of the MySQL engines
Is InnoDB. InnoDB was designed for high availability. Because of this, it
IS not as fast as other engines. SQL uses its own system data storage, but
supports numerous safeguards against data loss. Both systems are able to
work in clusters for high availability.

SQL Server offers a wide range of data analysis and reporting tools.
SQL Server Reporting is the most popular and available as a free
download. There are similar analytics tools for MySQL, available from
third-party software companies such as Crystal Report XI and Actuate
BIRT.

In a relational MySQL database data is stored in separate tables
thanks to which the gain in speed and flexibility is achieved. Tables are
linked together by relationships, thanks to which it is possible to combine
data from several tables when performing request. SQL as a partial system
MySQL can be described as a structured request language used to access
databases.

MySQL is open source software. Anyone can apply and modify it.
Such software can be obtained using the Internet and used free of charge.
In this case each user can study the source code and change it in
accordance with their needs.

MySQL consists of two parts: server and client.

The MySQL server is constantly functioning on your computer.
Client programs (for example, PHP scripts) send server MySQL SQL-
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requies through the mechanism of socketin (i.e. by means of network
means), the server processes them and remembers result. That is, the
script (client) indicates what information it wants to receive from the
database server. Then the database server will send the answer (result) to
the client (script).

MySQL structure has three-level: databases, tabular, records.

Databases and tabular MySQL are physically represented by files
with extensions frm, MYD, MY 1. Logically, the table is a set of records.
A record is a set of fields of different types. The MySQL database name
IS unique within the system, and the tabular names are unique within the
database, and the fields are unique within the table. One MySQL server
can support several databases at once, access to which can be
distinguished by login and password.

A database in MySQL is a regular catalog that contains files of a
formatted tabular format. Spreadsheets consist of records, and records, in
turn, consist of fields. The field has two attributes — name and type.

The experience of using databases is so great that many conceptual
things have become commonplace. But an example of how objectively
and naturally the concept of compatibility has faded into the background
allows us to note: not all tabular databases are «rectangular» and
absolutely not all relationships in the database are «relational».

In general, the appearance in the databases of fields of variable
length in itself indicates that not everything fits into the usual framework.
Not every table has headers, not all rows must have all the fields that are
provided by the structure of the table. And the table can have the data
determining its structure, instead of on the contrary.

It’s is increasingly normal and natural. Widely used object-oriented
programming in the context of databases, especially in PHP / MySQL,
allows you to create system objects that write themselves to the database.
However, since these objects are not necessarily always the same as they
were at the time of creation, table databases can change dynamically when
dynamic objects are stored. In the simplest case, a modern table is a row
or a system of rows, the length does not matter here, it can be emulated at
the level of database tables. But the use of objects allows you to emulate
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the desired properties of data and abstract from the rigid structure,
relational ideas, tables and the usual strict syntax of working with data.

Because this software-consolidated resource was developed on the
basis of MySQL database which allows you to solve the whole problem.
Among the known analogues should be noted: the possibility of creating
a similar resource on the basis of DBMS «FileMaker» and «FoxPr» [23].

Since the creation of such a software-consolidated resource is quite
a specific task, we consider only the basic functionality of the above
systems of analogues.

This window is filled with information of the developer's choice.
That is, if a database table is being developed, the form will contain all
the data entered in the table, all columns and rows, entity names, and other
information directly related to the created table.

1.5 Substantiation of programming language choosing for the
development of a consolidated information resource

C# is a general-purpose language designed for developing
applications on the Microsoft platform [24].

C# is often seen as a hybrid that takes the best of C and C++ to create
a truly upgraded language. Although the .NET Framework supports
several other encoding languages, C # has quickly become one of the most
popular.

C# can be used to create applications and games for the Windows
desktop, to develop web applications and is becoming increasingly
popular for mobile applications. Cross-platform tools such as Xamarin
allow applications written in C# to be used on virtually any mobile device.

C# was designed to be simple and easy to use. Because C# is a high-
level language, it is somewhat closer to English. In addition, C# is
abstracted from most complex machine (computer) parts so that the
developer can focus on programming rather than worrying about small
details that are considered boring and difficult.
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As a lower-level language than higher-level languages such as
Python, it may take longer to master and sometimes it may take a little
more code to get a working prototype, but it is easier.

C# — is a language with static typography, i.e. the code generated
will be checked for errors before it is embedded in the program. Errors
will be easier to track and because static-typed languages are also more
rigorous when encoding, the code base will generally be more consistent
and thus easier to maintain as it grows in size and complexity.

As a statically typed language C# is faster than dynamic languages
because entities are more clearly defined. So, when the program is
running, PC resources will not be wasted checking the definition of
something in the code.

C# belongs to the family of languages with C-like syntax, its syntax
Is closest to C ++ and Java. The language has static typing, supports
polymorphism, overload of operators (including operators of explicit and
implicit reduction of type), delegates, attributes, events, properties,
generalized types and methods, iterators, anonymous functions with
support of locks, LINQ, exceptions, comments in a format XML.

Taking much from its predecessors — languages C++, Java, Delphi,
Module and Smalltalk — C# based on the practice of their use excludes
some models that have proven to be problematic in software development,
in particular, C# does not support multiple inheritance classes (unlike
C++) or type output (unlike Haskell).

C# was developed as an application-level programming language
for the CLR and depends primarily on the capabilities of the CLR itself.
This applies primarily to the C# type system which displays BCL. The
presence or absence of certain expressive features of the language is
dictated by whether a particular language feature can be translated into
the appropriate CLR constructs. Thus, with the development of CLR from
version 1.1 to 2.0, the C# language itself has been significantly enriched;
similar interaction should be expected in the future. However, this pattern
was violated with the release of C# 3.0 which is an extension of the
language which is not based on the extension of the .NET platform. The
CLR provides C#, like all other .NET-oriented languages, many of the
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features that «classic» programming languages lack. For example,
garbage collection is not implemented in C# itself, but a CLR is developed
for programs written in C# in the same way as it is done for programs on
VB.NET, J# etc.

Modern software is becoming more complex. Easy-to-use interface,
advanced features, program manageability of events, new non-traditional
areas of application — all this causes the complexity of the software. Today
to build a modern program, it is not enough to simply combine certain
machine instructions, high-level language operators, or even sets of
procedures and modules. The main issue was to develop a clear structure
of the program, suitable for easy modification, error-free and resistant to
change [24].

C# — Is an object-oriented programming language with a secure
typing system for the .NET platform. It was developed by Anders
Galesberg and Scott Wiltamutt by Peter Golde under the auspices of
Microsoft. The syntax of C# is close to C++ and Java. The language has
a strict static typing, supports polymorphism, operator overload, pointers
to member functions of classes, attributes, events, properties, exceptions,
comments in XML format.

C# was created as a component programming language, and this is
one of the main advantages of the language, it is aimed at the ability to
reuse the created components.

Among other objective advantages of the C # language we note the
following:

- it was created in parallel with the FrameworkNet framework and
takes into account all its capabilities such as FCL and CLR,;

- is a completely object-oriented language where even the types
embedded in the language are represented by classes;

- is a powerful object language with the possibility of inheritance
and universalization;

- is the successor of C Ta C++ languages preserving the best features
of these popular programming languages;
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- thanks to the Framework.Net framework which has become an
add-on to the operating system, C# programmers get the same benefits of
working with a virtual machine as Java programmers;

- the efficiency of C# code is even increased because the CLR
runtime is an intermediate language compiler, while the virtual Java
machine is an interpreter of bytecode;

- powerful library of frameworks supports convenience of
construction of various types of applications on C# allowing to build
easily Web-services, other types of components, it is simple enough to
store and receive information from a database and other data warehouses;

- implementation which combines the construction of reliable and
efficient code is an important factor leading to the success of C# [24].

Thus, the C# programming language chosen to build a secure
consolidated information resource for analyzing the activities of
outsourcing companies in Ukraine which combines the power and
flexibility of universal programming languages with high execution code
efficiency and the ability to directly access computer hardware, is the best
among other languages.

1.6 Designing a secure consolidated information resource for
analysis of outsourcing companies’ activity in Ukraine

The first step in creating a secure consolidated information resource
(SCIR) outsourcing services is to develop its ER-model.

The development of a database on the method of entity—relation
consists of the following stages:

— determining of the entities;

— determining of their relations;

— determining of attributes;

— determining of keys of entities;

— determining of the degree of relations;

— determining of affiliation class.
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Thus, at the first stage of designing it is necessary to define the
entities. The entity is some object representing interest for the user. To
solve this problem, it will be advisable to define the following entities:

- COMPANY;

- SERVICE;

- CLIENT;

- EMPLOYEE;

- ORDERS;

- SCOPE OF SERVICES.

At the second stage it is necessary to define relations between entities:

- SERVICE - is — SERVICE DELIVERY;

- CLIENT - carries out — ORDERS;

- ORDER - includes — SERVICE;

- EMPLOYEE — executes — ORDER,;

- COMPANY - implements — ORDERS.

At the third stage it is necessary to define attributes (properties) of
each entity:

- COMPANY (Company_code, Company_Name,
Company_Address, Contacts, Website, Description);

- SERVICE (Service_code, Service_Name, Service_Cost);

- CLIENT  (Client_code, Client Name, Client_Address,
Client_Phone);

- EMPLOYEE (Employee_Code, Employee Name,
Employee_Address, Employee Phone, Position);

-  ORDER (Order_code, Service Code, Company_Code,
Employee Code, Customer_Code, Order_Date);

- SCOPE_OF _SERVICES (Code of sphere providing_services,
Name_ sphere).

The next, fourth stage — the determination of the keys of entities. An
entity key is an attribute or set of attributes that uniquely identifies an
instance of an entity. The key to these entities will be:

- COMPANY:
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(Company_code, Company_Name, Company_ Address, Contacts,
Site, Description);

- SERVICE:

(Service_code, Service_Name, Service_Cost);

- CLIENT:

(Customer_code, Client's name, Client_Address, Client_Phone);

- EMPLOYEE:

(Employee_code, Employee Name, Employee_Address, Employee
Phone, Position);

- ORDER:

(Order_code, Service Code, Company Code, Employee Code,
Customer_Code, Order_Date);

- SCOPE_OF_SERVICES:

(Code_sphere_of providing_services, Name_ sphere).

The fifth and sixth stages need to determine the degree of relation and
the class of affiliation. The degree of relation shows how many direct
relations each instance of the entity can have with the instance of the entity
to which it is associated. The ER-model for the database of outsourcing
companies of Ukraine takes the form shown in Fig. 1.2.

1.7 Normalization of relations in the proposed ER-model

The next stage of designing the database of SCIR of Ukrainian
outsourcing companies is the normalization of relations in the proposed
ER-model. To carry out this it’s necessary to fulfill such steps:

1) to select information objects: COMPANY, SERVICE, CLIENT,
EMPLOYEE, ORDER, SCOPE_OF_SERVICES.

2) to identify information that would be useful for SCIR users, for
example:

- COMPANY (Company_code, Company_Name,
Company_Address, Contacts, Site, Description).
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- SERVICE (Service_code, Company code, Service _name,
Service_Cost).

- CLIENT (Client_code, Client Name, Client_Address,
Client_Phone).

- EMPLOYEE (Employee_code, Employee_Name,
Employee_Address, Employee _Phone, Position).

ORDER (Order_code, Service_Code, Company_Code,
Employee_Code, Customer_Code, Order_Date).

- SCOPE_OF SERVICES (Code of sphere providing_services,
Name__ sphere).

N

S08L [F SIS [9—<is ! SERVICE
2 . | E\' l

includes

ol
11 T N -
) r =, § > . :
EMPLOYEE [1}— <eXecutes™ E] DRé)ER L
N

| : B
COMPANY [+}—<<imp @} -

T g
=EdITIes outs-
— o

CLIENT &

Figure 1.2 — ER-model for the database of outsourcing companies of
Ukraine services
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3) On the basis of the executed analysis it is necessary to make the
universal relation for the given task. To implement this task the universal
relation will be such:

R: (Company_code, Company_Name, Company_Address, Contacts,

Site, Description, Service_code, Service_name, Service Cost,
Client_code, Client_Name, Client_Address, Client_Phone,
Employee_code, Employee_Name, Employee Address,

Employee_Phone, Position, Order_code, Order Date, Code_of sphere
providing_services, Name_sphere).

4) If the relation is in the first normal form (1NF), then all non-key
attributes are functionally dependent on the key. The primary key for this
relationship will be Order_Code.

5) Currently, the relationship is in the first normal form:

R: Order_Code, Company_Code, Company_Name,
Company_Address, Contacts, Site, Description, Service Code,
Service_Name, Service_Cost, Client_Code, Client_Name,
Client_Address, Client Phone, Employee Code, Employee Name,
Employee_Address, Employee Phone, Position, Order_Date,
Code_of sphere_ providing_services, Name_sphere.

6) The relation is in the second normal form (2NF), if it is in INF and
each non-key attribute is functionally completely dependent on the
compound key.

R1: Order_Code, Company_Code, Company_Name,
Company_Address, Contacts, Site, Description, Service_Code,
Service_Name, Service_Cost, Client_code, Client_Name,
Client_Address, Client_Phone, Employee Code, Employee Name,
Employee_Address, Employee_Phone, Position, Order_Date,
Code_of sphere_ providing_services, Name_Sphere.

7) The relation is in the third normal form (3NF), if it is in 2NF and
there are no transitive dependences between non-key attributes and the
key.

In this case transitive dependence exists in relation:
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R2 : Order_Code, Company_Code, Service Code, Client _Code,
Client_Code, Employee Code, Code of sphere providing_services,
Company Name, Company  Address, Contacts, Site, Description,
Service_name, Service_Cost, Client_Name, Client_Address,
Client_Phone, Employee_Name, Employee Address, Employee Phone,
Position, Order_Date, Name_sphere.

The relation R1 is in NFBC, but the relation R2 is not in it. Execute
decomposition of the relation R2:

R3 : Company Code, Company Name, Company_ Address,
Contacts, Website, Description;

R4 : Order_Code, Company_Code, Service Code, Client Code,
Employee Code, Service sphere code, Service Name, Service Cost,
Client Name, Client_ Address, Client Phone, Employee Name,
Employee Address, Employee Phone, Position, Order_Date,
Name_sphere.

After applying the decomposition method, the following finite
relations were obtained:

R1. Company Code, Company Name, Company_ Address,
Contacts, Website, Description;

R3: Service_Code, Company_code, Service_Name, Service_Cost;

R5: Client_Code, Client_Name, Client_Address, Client_Phone;

R6: Employee Code, Employee Name, Employee Address,
Employee Phone, Position;

R7: Order_Code, Service_Code, Company_Code, Employee Code,
Client_ Code, Order_Date;

R8: Service_Sphere Code, Sphere_Name.
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1.8 Creation of tables for building the consolidated information
resource

The next step is to create tables to build a consolidated information
resource. To implement this use the database management system —
MySQL.

Consider the following process on the example of a table of the entity
«Company» which takes the following form (Fig. 1.3).

o Qutsourcing - X

D Mame Address Contacts Site Description

b .Haq:mraa . |01001, ¥kpaia, Kiie, syn.... [en. +380 (44) 5., |naftogazcom ... |&iidinewa komnania Yipaiku, Mp...
Z MeTHeeCT ... | ¥ipaina Ykpaina, m. Mapiy... | ten.: 0 (800) 30 3... |metinvestholding.... | MixHapoaHa BepTMkansHo iHTerp...
3 Roshen .. | 03035, Yxpava, npocnext ... | 0-800-300-570 ... [wwwroshen.com... | mMH 3 HaRGinsLMx BMPOBHIKIE KO...
4 Eniugxmp K ... | BinHMUpKa oBnacTe, Binma... |(0432) 50-80-08 ... |epicentdcua .. |mepexa OymBEnsHWK MarasMHs ...
] WoG ... | Kiseyn. B.Bacunekiceka,... | 0800 300525 ... \wogua .. | MEPEXE SETO3ANPEBHIY KOMMNE. .
& LBK ... |Byn. Mexwripcera, 824, k... (+38044 20685 ... |avkua .| OMMH 3 HARGINGLME YKPEIHCEKMY ..
7 TexHononic .. \npacn. KowoBwrckoro, 78 .. (0800502 255 . [wwwtechnopolis... |ToproBa mepexa TexHONOMYHIX ...
] test .. |test .. |test .. [test .. |test ]

Figure 1.3 — Completed table «Company»

To display relationships between tables, you need to create a data
schema that displays relationships between database tables. It is presented
in Figure 1.4.
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client
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Figure 1.4 — The scheme of relations in created DB

The created tables contain all the necessary data of the object under
study, so it will help the user to simplify the analysis of the subject area.

1.9 Creation forms in the consolidated information resource

SCIR for analyzing the activities of outsourcing companies in
Ukraine should be presented in a convenient form and display information
about clients, companies, orders, services, employees, services, etc. In the
database such tasks are implemented using orders forms and reports.

On the «Orders» page (fig. 1.5) the user can create new information
by entering the required data in the appropriate fields.
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o/ Qutsourcing - X

3T

e [ me
D Service ID Company 1D Client D Employes D Date

J z 1 1 23122018
H? Z 1 1 23122018
7o 3 ) | B2

Figure 1.5 — «Order» page

On the «Client» page (fig. 1.6) the user can add new information
about the client.

# Outsourcing

k{1

Chent  Compary Employee Order Services Scope of services Select rest
Edt

- X

00wt |3

o[ | ——

o e [ o ]
Cancel

Phone |B920:331.2366

Figure 1.6 — «Client» page

The user also has the ability to information in the database (fig. 1.7).
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o Outsourcing - X

38T

Cient Company Employee Order Services Scope of services Select resut

o | e [ e
0 Mame Address Contacts Site Description
1 Hammoras .. [01007, ¥kpaiHa, Kiig, Byn.... [ten: +380(44) 5... |naflogazcom ... |aiGinbwa komnaria Yipaiku. p...

b 2 Yrcpal'Ha Yipalna, v, Mapiy... (ten.: 0 (800) 30 3... | metinvestholding.... |Mi¥HapooHa BepTKanEHa HTEMp...
3 Roshen .. 03039, ¥xpaina, npocnexr ... | (-800-300-570 ... |www roshen.com... | BMH 3 HaGinbLi BMpoGHAKIE Ko...
L] Eniugtmp K ... | BiHHubKa ofnacTe, Binma... |(0432) 50-80-08 ... |epicentdeua ... |wepexa GymBensHy MarasvHis ...
] WoG .. | Kuiseyn. B.Bacunexiaceka,... | 0800300525 ... |wogua ... | MEPEXA ABTOSEMPABHI KOMANE...
& ABK .. |Byn. Mexwripcera, 824, k... |+38 (44 20635 ... |avkua . | OIMH 3 HEMGIMELLIAY VKPS HCERNY ...
7 TexHononic ... |pocn. KowoBunckoro, 78 ... (0800602255 .. |wwwiechnopolis... | ToproBa MEDEXE TEXHONOMIHHHY ...
8 test o |test o |test . |test . |test 8

Figure 1.7 — Management page of the entered information

1.10 Creation of orders for building the consolidated information
resource

The next step in building of the secure consolidated information
resource for analyzing the activities of outsourcing companies in Ukraine
IS to create orders to build a consolidated information resource. SQL-order
consists of four separate parts:

- Data definition language (DDL) is used to determine the structure
of data stored in the database. DDL operators can create, edit and delete
objects in a database. Acceptable object types depend on the used DBMS
and usually include databases, users, tables and a number of smaller
support objects such as roles and indexes.

- Data manipulation language (DML) is used to extract and modify
data in the database. DML operators allow you to obtain, insert, modify
and delete data in tables. Sometimes data deleting operators are not
considered part of the DML because they do not change the status of the
data. All DML operators are declarative.
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- The Data Access Definition Language (DCL) is used to control
access to data in the database. DCL operators allow you to give and select
rights to use certain DDL and DML operators for certain database objects.

- The Transaction Control Language (TCL) is used to control the
processing of database transactions. Typically, operators include a TCL
obligation to confirm changes made during the transaction, return them to
the cancellation and save point for a joint transaction in several smaller
parts.

Below (fig. 1.8) is the SQL order code which shows the ranking of
companies by order. The result of the order will be such:

o Outsourcing

REPORT
Cient Company Employee Order Services Scope of services Select resul
Export to exel
KinbKIiCTb 3aMOBNEHb NO KOXHOMY KNIEHTY
Client Full
Name Toud

) Petrov Petro 1

Ivanov Ivan 2

Fig. 1.8 — Display the rating of companies by order

The request — the total revenue of the company — is presented in
fig. 1.9.
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! Qutsourcing - [0 X
Jeir
et Conpany Enpljee Orer Senices Soopeofences Sekectrest
Export fo exel

JarancHa cyMa 3aMOBNEHb NO KOXHil Komnai

Name of

Gy Totd
)

Figure 1.9 — Display of total revenue by company

You can also use SQL requests to display all orders created in the
company for a certain period of time (Fig. 1.10).

o Outsourcing - X
i
Ot Compay Enployse Ortr Servees Soopeofsvees Soectrend
Expatto exd
Orbe Petro Pty 32 egion 3 20.11.2018 no 20122018
}m‘ ok boe

) t i
xorlongivo, Fon 120 103

e o— Y ML

Figure 1.10 — Orders created in the company for a certain period of time

The next step in building of the SCIR for analyzing the activities of
outsourcing companies in Ukraine is to create reports. The application
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should allow the user to generate reports based on these parameters,
settings and file processing.

Using the MySQL convergence tools built into dbForge Studio for
MySQL by offering dbForge Studio, can execute simple
multidimensional data because it can highlight trends and data that allow
you to make quick decisions, but based on the provided data summary
table.

Key features should include:

- a tool for creating reports and a summary table for MySQL;

- advanced capabilities for creating any reports on the data using the
reporting tool for MySQL,;

- conversion of string data into meaningful summary tables;

- well-tested functionality.

According to these requirements, reports are designed which
accelerate the process of collecting, processing and analyzing
information.

The report on the number of orders for each client is shown in fig.
1.11.

'KinbKicTb 3aMoOBAEHb MO KOMHOMY KNIEHTY

Client Full Name Total

Petrov Petro il

[vanov Ivan 2
Total

" Petrov Petro

[ O N I T ™ ™ D™ T~ Y
00:{ > |Ov [ Tn [N Du | N’ [= (@10 (O™ [ @rpkn | diiitad | I et

w [vanov Ivan

Figure 1.11 — Display of the number of orders for each client
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The exported report is presented on the fig. 1.12.

1.11 Secure information technologies of outsourcing company’s
management

Today's problematic issues in the field of information protection in
the processes of outsourcing management need to be resolved both in
Ukraine and in the context of its coordination with the information space
of the world community. The outsourcing of digital activities creates new
channels of interaction with clients, but creates constant mutations of
cyber threats and the emergence of new risks and consequently requires
the solution of new issues in the system of effective administration. Such
systems work on the basis of information systems which are built on the
principles of corporate computer networks which determine the heredity
of problems specific to corporate structures. They influence both
specialists in the field of maintenance in the field of outsourcing and

relevant information security services.
i Petrov Petro Order

2 Name of scope Name of service Date Price
AL L — 1j21.11.20180:00:00] 2}
4 KOMNNOTEPHI, INOPMALIANI NOCAYIH Pemonr NK 11.11.2018 0:00:00 | 1003

S |cTpaxysamua JAKOPAOHNE CTPAXOBKA 11,12,2018 0:00:00 | 100

Price

Figure 1.12 — Exported report-order of the client «Petrov Petro»
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The main basic aspects that cause such problems are:

- the complexity and diversity of software and hardware used in the
outsourcing system used by different operating systems;

- a large number of nodes in the networks that ensure the processes
of its life which makes it impossible for timely technical control of the
company's activities and security;

- external access to the management system of the outsourcing
company is an extremely important problem that arises during its
operation;

- functioning of maintenance and information security groups of the
outsourcing company which causes the problem of clear delineation of
functional responsibilities of the staff of these two groups etc.

The management of an outsourcing company causes the appearance
of a significant amount of information and data which mostly differ in
format, field of activity, sources. Since this information is important for
the company's activities, there is a problem in consolidating its vital
information. Thus, when managing an outsourcing company, it is
necessary to comprehensively solve complex problems related to its
maintenance and information security by developing an appropriate
secure consolidated information resource.

Given that consolidated information is obtained from several
sources and systematically integrated different types of information
resources (knowledge) which together are endowed with signs of
completeness, integrity, consistency and constitute an adequate
information model of the problem area to process and effectively use in
support processes decisions, the process of consolidation was to combine,
integrate different types of information. This required the authors to
develop a protection mechanism during the creation of an appropriate
consolidated information resource based on a database of various
information resources which will store and process information from
these resources.
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Thus, the protection of information in the database created by the
authors of the consolidated resource is through the use of MS SQL which
IS a high-class server that provides management of the developed
database, its security and stability and guarantees the highest level of data
protection. In addition, SSL certificate is used to protect personal data —

a cryptographic protocol that establishes a secure connection between
client and server. The protocol creates confidential data exchange
between the client and the server using the TCP/IP protocol and the
authors use the asymmetric public key algorithm for encryption.

Besides, information security in consolidated information resource
can be provided in a variety of ways which include modeling the
necessary components of security information, namely:

- identification of information sources subject to protection;

- monitoring of the full set of potential threats and information
leakage channels;

- analysis of vulnerabilities and risks associated with the collection of
information and source channels;

- the selection of means of protective information and their
implementation;

- control system protection.
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